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Executive Summary

The US private sector increasingly finds itself at the heart of US-China geopolitical tension. In their endeavor to capture 
Chinese markets and boost their bottom lines, American corporations have increasingly supported Beijing’s military 
modernization, surveillance state, domestic securitization, and attendant human rights violations. As a result of this 

growing dependency, some corporations engage in political lobbying in the US in ways that ultimately serves Beijing’s 
interests while potentially undermining the values and principles that undergird the western democratic order. 

Until now, scrutiny of US industrial actors’ complicity with 
problematic actions of the Chinese state has been scat-
tered and ad hoc, without comprehensive or comparative 
assessments across players. This report fills this important 
gap: it presents broad-ranging assessments of the nature 
of American corporations’ involvement in China, and then 
grades them based on a transparent and replicable new 
methodology. 

This research does not assume that doing business in China 
is inherently wrong. However, support for Beijing’s military 
modernization, surveillance state, and human rights viola-
tions may contradict professed corporate ethics, mislead 
consumers, and risk violating relevant laws in the US and 
elsewhere. Many US companies began their relationships 
with China well before China revealed itself as an aggres-
sive international player. Companies which do substantial 
business with China need to reassess their role—not just 
the benefit they receive, but the degree to which they could 
be said to facilitate China's abusive domestic and interna-
tional policies. 

Based on both existing and new research findings, the report 
seeks to systematically put together all the pieces of a com-
pany’s involvement in China and assigns each a grade from 
A to F. Each company profile represents an examination that 
is much more comprehensive than what has been published 

to-date and turns the findings into a grade that allows readers 
to compare how they perform. 

The authors reviewed eight well-known firms—Amazon, 
Apple, Dell, Facebook, GE, Google, Intel, and Microsoft—
for potentially problematic linkages that may directly or 
indirectly support China’s state surveillance, military 
modernization, and human rights violations. Hundreds of 
primary and secondary sources were fed into 12 indicator 
categories related to operations and partnerships, leading to 
a final grade. While the development of such a transparent 
rating methodology is the key innovation of this report, 
it also features a substantial number of previously unre-
ported facts.

The research findings are wide-ranging and invite further 
scrutiny of how US companies’ engagement with China 
relate to US-sanctioned Chinese entities such as the Xinjiang 
Construction and Production Corps as well as US laws such 
as the US Trafficking Victims Protection Act. Overall, this 
project aims to inspire the development of new best practices 
for US industry. Rather than merely condemning the US pri-
vate sector, the report develops a grading scorecard system 
in order to incentivize corporations to equally promote free-
doms and rights everywhere.  

CORPORATE COMPLICITY SCORECARD

2



Introduction

The US private sector increasingly finds itself at the heart of US-China geopolitical tension.1 For decades American 
corporations—including major industrial players—have sought to capture not only US but also Chinese markets and 
political favor. In doing so, they have in many cases traded support for Beijing’s military modernization, surveillance 

state, and human rights violations in exchange for access to China’s market. In an environment where the private sector is 
the leading global source of innovation, capital, and influence, the stakes of this Faustian bargain are enormous. 

This risk is increasingly recognized. Scrutiny of the ties 
between US industry and the Chinese Communist Party 
(CCP) has grown alongside attention to the normative, 
economic, and security threat of Beijing’s global authori-
tarianism. The New York Times has investigated Apple’s 
data localization program in China and the privacy risks it 
raises; the Wall Street Journal has covered Chinese propa-
ganda on Facebook; and industry-specific media such as The 
Information increasingly document ties between US compa-
nies and human rights abusers in China.2 

However, scrutiny of US corporate ties to China has tended 
to be ad hoc, without comprehensive or comparative assess-
ments across players. This project seeks to begin filling that 
gap. It seeks to survey and assess major US technology 
firms’ exposure to China’s military, surveillance state, and 
human rights abuses in a uniform and replicable fashion, so 
that its analysis can be extended and inspire development of 
improved best practices for US industry. 

The report examines and grades eight major US compa-
nies—Amazon, Apple, Dell Facebook, GE, Google, Intel, 
and Microsoft—on their exposure to China’s military mod-
ernization, surveillance state, domestic securitization, and 
human rights violations. It leverages both secondary sources 
and newly collected, primary source Chinese-language mate-
rial, accounting for direct operational ties as well as indirect 

partnerships. This project does not assume that doing busi-
ness in China is inherently wrong. It does however assume 
that support for Beijing’s military modernization, surveil-
lance state, and human rights abuses is problematic, and that 
corporate leaders must recognize as much. This project finds 
that such support takes five primary forms:

Offshoring of manufacturing that exposes US indus-
trial chains to forced labor and other human rights 
atrocities in China: For example, both Dell and GE 
maintain offices in Xinjiang, the site of the CCP’s ongo-
ing genocide against the Uyghur minority.3 They do so 
despite increasing public awareness of the risks of such 
operations, as well as clear business advisories from the 
US State Department counseling that businesses not oper-
ate in or have supply chains dependent upon Xinjiang. 

Offshoring of innovation, in partnership with 
Chinese government, surveillance, and military 
players that risks granting those players access to 
sensitive technologies: For example, Dell and Intel 
have established joint laboratories with the Chinese 
Academy of Sciences Institute of Automation, a leading 
Chinese government research entity that develops state 
and military surveillance technologies.4 Those labora-
tories focus on surveillance-relevant technologies, such 
as biometric recognition and intelligent perception.
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Partnerships and engagements with Chinese 
government entities that support military—and 
surveillance-relevant systems: For example, Amazon, 
Dell, GE, and Microsoft have all partnered with 
Chinese government entities to support China’s smart 
city development. Smart cities are widely recognized as 
a core part of the CCP’s surveillance program, domes-
tically and internationally.5

Compliance with Beijing’s regulatory system that 
makes US industry a conduit for the Chinese gov-
ernment’s problematic information collection: For 
example, Apple’s data storage and security protocols in 
China have been reported to potentially put user data 
at risk of CCP access.6

Dependencies on the Chinese market that make US 
industry a conduit for Chinese influence and pro-
paganda abroad: For example, Chinese government 
entities spread disinformation about Beijing’s human 
rights atrocities in Xinjiang via Facebook advertise-
ments. Apple has reportedly lobbied to limit provisions 
of the Uyghur Forced Labor Prevention Act, a bill since 
passed into law that bans US imports of goods made in 
Xinjiang due to forced labor concerns.7 

Several key themes emerged from this project’s analysis that 
exemplify the problematic aspects of the profiled corpora-
tions’ involvement in China:

• TWO-FACED: US corporate players have no problem 
saying one thing in the United States while doing (and 
saying) something different in China. Such hypocrisy 
is particularly flagrant when it comes to digital privacy: 
Companies like Apple, Amazon, Dell, and Intel that stress 
information security in the US also abide by Chinese 
regulatory requirements for storing and handling data. 
This jeopardizes the information, and therefore security, 
of users in China who oppose the regime, as well as of 
global users.

• EMPOWERING A STRATEGIC COMPETITOR: 
As the established story has it, US companies’ involve-
ment with China has hollowed out US industrial capacity. 
This project finds that major US companies also offshore 

research and development (R&D), in both legacy and 
emerging business sectors. This threatens to hollow out 
America’s innovation edge as well.

• KILLING WITH A BORROWED SWORD: Key play-
ers in the US defense industrial base partner with Chinese 
government and military-tied partners—including in 
innovation and advanced technology—in explicitly mil-
itary-relevant domains. These US players include legacy 
actors like GE, Dell, and Microsoft as well as emerging 
defense vendors like Amazon. 

• BRIGHT SPOTS: While every company reviewed in 
this initial set has some degree of exposure to and risk 
of supporting Beijing’s problematic activities, two stand 
out as relatively less dependent and exposed: Facebook 
and Google. 

A selection of the most potentially problematic company-spe-
cific anecdotes from this project that have not previously 
been reported in coverage of these eight industrial champi-
ons includes:

• Dell and GE appear to have offices in the Xinjiang Uyghur 
Autonomous Region that risk contributing to Beijing’s 
mass surveillance and internment campaign overseen by 
the US-sanctioned paramilitary colonial entity Xinjiang 
Production and Construction Corps (XPCC). 

• Amazon, Dell, GE, and Microsoft all support China’s smart 
city development. Smart cities are a core part of both the 
CCP’s intrusive domestic surveillance program and that 
program’s global proliferation. 

• Dell operates an artificial intelligence and computing 
architectures laboratory in partnership with the state-run 
Chinese Academy of Sciences Institute of Automation 
(CASIA), which specializes in developing surveillance 
technologies for the Chinese government and that could 
potentially be used to oppress Uyghurs in Xinjiang. 

• Amazon operates at least six innovation centers in China 
in partnership with Chinese companies, including a 
state-controlled firm bankrolled by China Telecom, an 
entity the US Department of Defense has identified as a 

CORPORATE COMPLICITY SCORECARD

4



military company. These centers likely result in signifi-
cant transfer of technology and know-how that may be 
enabling China’s surveillance state and military capability 
at home and abroad. 

• Intel co-invests in, supplies, and engages in technological 
cooperation with a Chinese high-performance proces-
sor and integrated chip design company called Lanqi 
Technology (Montage Technology) alongside China 
Electronics Corporation (CEC), a state-owned defense 
conglomerate that the US Department of Defense has 
identified as a military entity. 

• Apple and Intel leadership have met multiple times with 
top brass at the Ministry of Industry and Information 
Technology (MIIT), a leading Chinese state entity charged 
with implementing Beijing’s military-civil fusion strategy, 
which channels technological innovations developed or 
acquired in the private sector toward the Chinese military. 

The project’s objective is to advance a transparent, replicable 
corporate grading system that can be extended and inspire 
the development of new best practices for US industry to 
proactively protect against identified risks. The goal is not 
to condemn the US private sector, but rather to inspire action 
to defend US corporate, US national, and global interests, 
grounded in the rights-based values and principles that under-
gird the liberal democratic order. Industry is the backbone of 
America. It should be incentivized to uphold those principles, 
not to fuel Beijing’s adversarial geopolitical offensive.
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Methodology

Just as this project urges transparency from American businesses operating in China, it seeks to display transparency in 
the methodology by which it assesses those companies. In this way, readers can evaluate for themselves the significance 
of the grades assessed. 

Subject Companies
This project’s initial installment has reviewed eight 
corporations:

• Amazon (Amazon.com, Inc.)

• Apple (Apple Inc.)

• Dell (Dell Inc.)

• Facebook (Meta Platforms, Inc.)

• GE (General Electric Company)

• Google (Alphabet Inc.)

• Intel (Intel Corporation)

• Microsoft (Microsoft Corporation)

Companies were selected for analysis based on a potential 
impact assessment informed by two criteria: Company size 
in terms of market capitalization, and operational alignment 
with CCP industrial priorities (e.g., Strategic Emerging 
Industry domains). 

Grading Overview
Companies reviewed in this effort are graded on the familiar 
A-to-F scale. Generation of grades proceeded in two steps. 

• First, companies were reviewed against a set of binary 
tests that generate an “auto-fail” result (e.g., if the com-
pany appears to operate a facility in Xinjiang). 

• Second, the aggregate grade is determined by assessment 
of exposure in two primary dimensions: Operations and 
Partnerships. Those categories are separated in order to 
capture both direct and indirect exposures. Scores in these 
two categories are averaged to produce a company grade 
on the A-to-F spectrum.

“Operations” refers to the nature of companies’ activities 
in the Chinese market and their direct ties to noted risk fac-
tors (e.g., China’s military, surveillance, and human rights 
abuses). For example, does a company share information 
with the Chinese government, or censor information for the 
Chinese government? Does the company’s technology or 
capital support military-relevant Chinese programs? Does the 
company lobby the US government to prevent competitive 
industrial policy vis-à-vis China? 

“Partnerships” refers to the nature of a companies’ partners 
in China and their indirect ties to noted risk factors (e.g., 
China’s military, surveillance, human rights abuses) and the 
influence that these relationships have in China and abroad. 
For example, does the company source goods from suppliers 
associated with forced labor risks?8 Has it formed strategic 
cooperation agreements with Chinese military companies? 

CORPORATE COMPLICITY SCORECARD
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Importantly, this distinction helps identify where exposure 
to a risk indicator takes place, not what that indicator is. For 
example, technology transfer to the military could fall within 
either Operations (e.g., if undertaken at the US company’s 
operation in China) or Partnerships (e.g., if undertaken in 
the interactions between the US company’s Chinese strategic 
partner and the Chinese military). 

Data Sources
To assess exposure in those categories, this report uses the 
best available public data. It surveys existing secondary 
source analyses of profiled company operations in China, 
as well as original primary-source material. Primary-source 
collection for this project included extensive identification 
of the reviewed actors’ strategic partnerships and sup-
ply-chain relationships in China. Source materials range 
from company filings to Chinese-language press coverage 
to Chinese central, provincial, and municipal govern-
ment documents. 

Scoring Rubric
Companies have been scored on two dimensions: Operations 
and Partnerships. The aggregate grade assigned to a com-
pany is an average of those two scores. In cases where a 
grade average falls between two letter grades, the average is 
rounded down to the nearest whole letter. 

Those scores in turn are measured based on a series of vari-
ables that begin with binary, “auto-fail” tests and move into 
relative scoring of both quantitative and qualitative material. 

Auto-Fail Tests
As outlined in the chart below, companies receive auto-
matic failing grades for Operations or Partnerships with 
exposure to risk indicators in six criteria areas: the geno-
cide of the Uyghur ethnic minority (e.g., via operations 
in Xinjiang); support for entities designated by the US 
government or international regulatory bodies as human 
rights, surveillance, or security threats (three criteria); and 
lobbying the US government to counteract China-specific 
human rights legislation.
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Aggregate Grading
The eight companies were next assessed on two non-bi-
nary aggregate metrics, one for Operations and one for 
Partnerships. Each aggregate metric is based on six input 
indicators with three possible values: positive (0.33), neutral 
(0.00), and negative (-0.33). For each indicator, a positive 
value reflects no finding of evidence of problematic oper-
ations or partnerships and confirmation of policies and 
practices intended to prohibit and prevent such linkages. A 
neutral value reflects a) a balance of positive and negative 
findings, b) uncertainty over the relationship between rhe-
torical policies and corporate practices, or c) null findings. 
A negative value reflects documented exposure, whether 
directly (in the operations category) or indirectly (in the 
partnerships category), to China’s military modernization, 

surveillance state, or human rights abuses. The category score 
for Operations or for Partnerships is the sum of the six com-
ponent variables, conveyed as a total number score that can 
range from 2 to negative 2. That aggregate sum corresponds 
to an Operations or Partnership letter grade as follows.

Aggregate Grading (from 2 to negative 2)

Input Aggregate Grade

2 A
1 B
0 C
-1 D
-2 F

Binary Test Chart

Indicator Sources

Operations in Xinjiang Company filings; Business registries; Baidu maps; Secondary reporting

Direct Indicators of Forced Labor Company filings; Central, provincial, municipal government subsidies and 
announcements re: transfer of labor; Secondary reporting

Direct Support to Military or State Security Company filings; Counterparty company filings; Primary press coverage and 
secondary reporting

Active Support to Designated Surveillance/Threat Actors Sanction Listings; Company filings; Counterparty company filings; Primary 
press coverage and secondary reporting

Lobbying on China-specific Human Rights Legislation Company filings; Lobbying disclosures; Secondary reporting

Of the eight companies reviewed, four engaged in activities that prompted auto-fail grades. 

Company Auto-Fail Grades (red indicates activities that prompted auto-fail grades)

Indicator Amazon Apple Dell Facebook GE Google Intel Microsoft

Operations in Xinjiang

Direct Indicators of Forced Labor

Direct Support to Military or State Security

Active Support to Designated Surveillance/
Threat Actors

Lobbying on China-specific Human 
Rights Legislation

CORPORATE COMPLICITY SCORECARD
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Breakdown and Explanation of Indicators
Operations category scores are based on an assessment of six input metrics. Where uncertainty remains over a given input 
metric, it is scored as neutral. Otherwise, determinants of positive, neutral, and negative input scores are itemized as follows:

Indicators Positive Score Neutral Score Negative Score

Subsidiaries A positive score would feature no 
subsidiaries in China operating in 
the security, military, surveillance, or 
military-civil fusion sectors, as well 
as documented corporate policy and 
practice that would defend against 
operating in those fields.

A neutral score would feature subsid-
iaries operating in China in sectors 
under the umbrella of military-civil 
fusion, but not explicitly military, and 
with documented corporate policy and 
practice that ensure guardrails against 
potential support for China’s military 
or surveillance apparatus.

A negative score would feature subsid-
iaries operating in China in sectors under 
the umbrella of military-civil fusion sec-
tors but without documented corporate 
policy and practice that protects against 
potential support for China’s military or 
surveillance apparatus and/or subsid-
iaries operating in China in the security, 
military, or surveillance sectors.

Investments A positive score would feature no 
investments in Chinese entities in the 
public security, military, surveillance, 
or military-civil fusion sectors or those 
engaged in human rights abuses, as 
well as documented corporate policy 
and practice that monitor corporate 
investments to protect against human 
rights, military, and surveillance risks.

A neutral score would feature invest-
ments into Chinese entities in fields 
relevant to military-civil fusion—but 
not explicitly military—paired with 
documented corporate policy and 
practice to protect against human 
rights, military, and surveillance risks.

A negative score would feature invest-
ments into entities in the security, 
surveillance, or military-civil fusion 
sectors in China without documented 
corporate policy and practice protect-
ing against human rights, military, and 
surveillance risks.

Data, information, 
research, and innova-
tion centers 

A positive score would feature no data, 
information, research, or innovation 
facilities in China and documented 
corporate policy and practice that 
actively protects corporate data from 
Chinese government access.

A neutral score would feature no data, 
information, research, or innovation 
facilities in China, but without docu-
mented corporate policy and practice 
that actively protects corporate data 
from Chinese government access.

A negative score would feature data, 
information, research, or innovation 
facilities operated in China and com-
pliance with the Chinese government 
data policy regime that makes those 
vulnerable to government access 
or influence.

Compliance with Chinese 
data regimes, domestic or 
extra-territorial, that grant 
the Chinese government 
access to or influence over 
cross-border data flows and 
content controls.

A positive score would feature docu-
mented corporate policy and practice 
opposed to the Chinese government 
data policy regime, domestic and 
extra-territorial, and its applicability to 
foreign and cross-border data flows.

A neutral score would feature no 
declaratory policy or practice.

A negative score would feature 
active compliance with the Chinese 
government data policy regime’s 
extra-territorial application and/or 
related content controls.

Direct customer 
relationships with official 
Chinese government and 
military entities. 

A positive score would feature no direct 
customer relationships with Chinese 
government or military entities that 
might grant them access to resources 
(e.g., technology, legitimacy, informa-
tion) able to bolster the CCP’s military 
or surveillance system and docu-
mented corporate policy and practice 
protecting against such ties.

A neutral score would feature no direct 
customer relationships with Chinese 
government or military entities that 
might grant them access to resources 
(e.g., technology, legitimacy, informa-
tion) able to bolster the CCP’s military 
or surveillance system, but also no 
documented protections against indi-
rect exposure to Chinese government 
or threat actor customers.

A negative score would feature direct 
customer relationships with Chinese 
government or military entities that 
might grant them access to resources 
(e.g., technology, legitimacy, informa-
tion) able to bolster the CCP’s military 
or surveillance system.

Participation in official 
fora of the Chinese 
Communist Party and 
Chinese government 
that help boost Chinese 
government propaganda, 
legitimacy, and influence 
on global narratives.

A positive score would feature no 
participation in official CCP and 
Chinese government narrative events, 
dialogues, or discourses as well as 
documented corporate policy and 
practice that opposes CCP and Chinese 
government propaganda and influence 
operations in China and abroad.

A neutral score would feature 
limited participation (e.g., individual 
attendance rather than corporate 
attendance, sponsorship, or advertised 
keynote participation) in official CCP 
and Chinese government narrative 
events, dialogues, or discourses in 
China or abroad.

A negative score would feature 
corporate attendance, sponsorship, 
or advertised keynote participation in 
official CCP and Chinese government 
narrative events, dialogues, and 
discourses in China or abroad.
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Partnerships category scores are based on an assessment of six input metrics that feed into a letter-graded score. As in 
the Operations category, Partnerships input metrics are assessed on a positive-neutral-negative spectrum. Instances with 
uncertainty or limited information are scored as neutral. Otherwise, determinants of positive, neutral, and negative input 
scores are itemized as follows:

Indicators Positive Score Neutral Score Negative Score

Interactions with Chinese 
government officials 

A positive score would feature no 
interactions with Chinese Communist 
Party or Chinese government officials 
with mandates associated with human 
rights abuses, non-market economic 
behaviors, or military modernization. 

A neutral score would feature limited 
official interactions with Chinese 
government officials and organs with 
mandates associated with human 
rights abuses, non-market economic 
behaviors, or military modernization. 

A negative score would feature 
significant and frequent interactions 
with Chinese government officials or 
organs that carry explicit mandates 
associated with human rights, security, 
or surveillance risks. 

Strategic partnerships 
with Chinese government 
and designated academic 
and commercial players that 
carry human rights, security, 
and surveillance risks.  

A positive score would feature no active 
strategic partnerships with Chinese 
actors implicated in human rights, 
security, or surveillance activities. 

A neutral score would feature only 
past strategic partnerships that have 
been terminated with Chinese actors 
implicated in human rights, security, or 
surveillance activities. 

A negative score would feature active 
strategic partnerships with Chinese 
actors implicated in human rights, 
security, or surveillance activities. 

Research partnerships 
with Chinese government, 
academic, and designated 
commercial players that 
carry human rights, secu-
rity, and surveillance risks.

A positive score would feature corpo-
rate policy and practice that explicitly 
protects against and vets to prevent 
direct collaborative research with 
entities associated with human rights, 
security, and surveillance risk in the 
Chinese research ecosystem. 

A neutral score would feature only 
past research relationships that 
have been terminated with entities 
associated with human rights, security, 
and surveillance risks in the Chinese 
research ecosystem. 

A negative score would feature active 
research partnerships with entities 
associated with human rights, security, 
and surveillance risks in the Chinese 
research ecosystem. 

Supply chain exposure to 
forced labor risk

A positive score would feature no con-
nections to forced labor risk indicators 
in a company’s supply chain in China 
as well as documented corporate 
policy and practice that vets vendors 
for direct and indirect exposure to 
forced labor indicators. 

A neutral score would feature no con-
nections to forced labor risk indicators, 
but also no explicit corporate policy 
and practice that vets vendors for 
direct and indirect exposure to forced 
labor indicators. 

A negative score would feature con-
nections to forced labor risk indicators 
either directly or indirectly with no 
declaratory mitigation measures. 

Supply chain exposure  
to security and  
surveillance risk

A positive score would feature no 
connections to documented security 
and surveillance risks throughout a 
company’s supply chain in China, as well 
as documented corporate policy and 
practice that vets vendors for direct and 
indirect exposure to security and surveil-
lance risks throughout a supply chain. 

A neutral score would feature no con-
nections to security and surveillance 
risks, but also no explicit corporate 
policy and practice that vets vendors 
for direct and indirect exposure to 
security and surveillance risks through-
out a supply chain. 

A negative score would feature 
connections to documented security 
and surveillance risks in a company’s 
supply chain. 

Additional partnership 
ties to sectors relevant 
to military-civil fusion 
in China where such part-
nerships might legitimize 
China’s security and sur-
veillance apparatus, as well 
as its human rights abuses.

A positive score would feature corpo-
rate policy and practice that actively 
vets for and mitigates against part-
nerships that might legitimize China’s 
security and surveillance apparatus, as 
well as its human rights abuses.

A neutral score would feature no active 
support or endorsement that consti-
tutes a legitimizing force for China’s 
security and surveillance apparatus, 
as well as its human rights abuses but 
no explicit corporate policy or practice 
protecting against such support or 
endorsement. 

A negative score would feature active 
partnerships that serve to legitimize 
China’s security and surveillance 
apparatus as well as its human 
rights abuses. 
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Auto-fail companies can, at best, receive a D grade based on 
their Operations and Partnerships scores. Those companies 
that do not register an auto-fail can score anywhere from A to 
F in both categories. The average of those two scores yields 
the company’s overall grade. Companies that auto-fail any of 
the binary tests may still receive a D (rather than an F) if they 
also obtain either an Operations and Partnerships category 
score of C or above. 

It is important to note that none of these variables assume that 
doing business in China or with Chinese partners is inher-
ently negative. Rather, these variables isolate—and attempt 
to quantify in a relative fashion—the negative externalities 
associated with human rights, surveillance, and security 
risks present in the Chinese business ecosystem. Those risks 
stem from the Chinese Communist Party’s and Chinese 
government’s industrial policy program, which has been doc-
umented to disenfranchise and abuse minority groups and to 
undermine individual human rights, proliferate surveillance 
protocols that violate international norms, and fuel the fusion 
of civilian and military research and production to benefit the 
modernization of the People’s Liberation Army. 

International businesses, including those reviewed in this 
effort, bear responsibility to institute policies that protect 
against complicity with problematic aspects of the Chinese 
business environment by adopting and implementing widely 
recognized corporate social responsibility (CSR) and envi-
ronmental, social and corporate governance (ESG) standards, 
as well as relevant US laws and government “business advi-
sory” notices. Pleading ignorance is no longer an option. 
Failure to develop a robust approach to protecting against 
such risks through appropriate CSR/ESG policies and other 
measuers increases the risk of supporting malign behavior 
of what is increasingly recognized as an authoritarian and 
even criminal state.9 
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Summary Findings

This initial report provides profiles of eight companies assessed according to the above methodology.  
Their final grades are as follows: 

Company Grades

Amazon Apple Dell Facebook GE Google Intel Microsoft

D D F B F B F F

Four of the companies failed at least one of the five binary “auto-fail” tests concerning their ties to China, resulting in 
four F grades.

Binary Auto-Fail Tests (red indicates activities that prompted auto-fail grades)

Indicator Amazon Apple Dell Facebook GE Google Intel Microsoft

Operations in Xinjiang

Direct Indicators of Forced Labor

Direct Support to Military or State Security

Active Support to Designated Surveillance/
Threat Actors

Lobbying on China-specific Human 
Rights Legislation

Following these binary tests, all companies were scored against a set of separate Operations and Partnerships criteria, yielding 
two input metric grades that were averaged to calculate each company’s final grade. 
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A breakdown of the scoring input indicators 
is detailed in the charts that follow.

Legend

Red negative score (-0.33) 

Yellow neutral score (0.00)

Green positive score (0.33) 

Operations Grades

Indicator Amazon Apple Dell Facebook GE Google Intel Microsoft

Subsidiaries 0 0 -0.33 0 -0.33 0 -0.33 -0.33

Investments 0 0 -0.33 0.33 -0.33 0 -0.33 -0.33

Centers -0.33 -0.33 -0.33 0.33 0.33 0.33 0 -0.33

Data and content controls -0.33 -0.33 -0.33 0 0 0 -0.33 -0.33

Customers 0 0 -0.33 -0.33 -0.33 0 -0.33 -0.33

Narrative -0.33 0 -0.33 0 -0.33 0 -0.33 -0.33

Total numeric score -1 -0.66 -2 0.33 -1 0.33 -1.66 -2

Grade D C F B D B F F

Partnerships Grades

Criteria Amazon Apple Dell Facebook GE Google Intel Microsoft

Interaction with government 0 -0.33 -0.33 0 -0.33 0.33 -0.33 -0.33

Strategic partnerships 0 0 -0.33 0 -0.33 0.33 -0.33 -0.33

Research partnerships -0.33 0 -0.33 0 -0.33 0 -0.33 0

Forced labor exposure -0.33 -0.33 -0.33 0 0 0 0 -0.33

Security/surveillance exposure -0.33 -0.33 -0.33 0 -0.33 0 -0.33 -0.33

Legitimizing endorsements 0 -0.33 -0.33 0.33 -0.33 -0.33 -0.33 -0.33

Total numeric score -1 -1 -2 0.33 -1.66 0.33 -1.66 -1.66

Grade D D F B F B F F

Company Final Grades

Amazon Apple Dell Facebook GE Google Intel Microsoft

Binary Tests PASS PASS FAIL PASS FAIL PASS FAIL FAIL

Operations D C F B D B F F

Partnerships D D D B F B F D

Overall Grade D D F B F B F F
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The evidence collected and analyzed to produce these com-
pany-specific assessments ranged from corporate records and 
primary-source Chinese government documents and media 
reports to secondary analyses that have been assessed, to 
the best of the project’s ability, for their credibility and rele-
vance to this project’s aggregate scoring methodology. The 
company profiles that follow provide a narrative justifying 
the indicator values determined for each of the reviewed 
companies, with references and citations to the determina-
tive behaviors and relationships that have informed company 
grades. The profiles are not formulaic. Rather, they are meant 
to provide context and validation for the determinations out-
lined in the company grades. 

The profiles are also meant to convey the need to develop 
a new framework for corporations doing business in China. 
Companies should recognize the operational and reputational 
risks associated with engagement with the Chinese govern-
ment and its state-driven industrial system, even when their 
engagement seems limited to the private sector. US investors 
must also recognize these risks and internalize them as they 
consider the long-term prospects of companies with signif-
icant exposure to China and the CCP. And US consumers 
should vote with their purchases.
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Amazon

In 2014, Amazon (China) Investment Co., Ltd.—a China-based Amazon subsidiary—signed a memorandum of under-
standing (MoU) with the Shanghai Free Trade Zone and Shanghai Information Investment Co. The three parties agreed 
to develop a cross-border e-commerce platform, designed to fuel the internationalization efforts of Chinese e-commerce 

companies in the free trade zone (FTZ). Amazon committed to assist its two partners in developing channels for Chinese 
products to reach overseas markets, as well as to build the Amazon China International Trade Headquarters in the FTZ.10 
Shanghai Information Investment is a state-owned entity invested in by China Telecom, which the US Department of Defense 
(DoD) more recently has identified as tied to the Chinese military.

Four years later, the same year that Amazon announced it was 
closing its e-commerce business in China, Amazon launched 
another partnership with the Shanghai government.11 In 2018, 
Amazon Web Services (AWS) joined with the Shanghai 
Municipal Commission of Economy and Information, Jing’an 
District Government, and Shibei High-Tech Park to launch the 
Shanghai-AWS Joint Innovation Center (SHA-JIC).12 SHA-
JIC, part of a larger network of Amazon innovation centers 
in China, supports local start-ups, including players with ties 
to Beijing’s military-civil fusion program. The center offers 
technological support as well as Amazon AWS resources. 
Focused on smart cities, big data, and cloud computing, the 
SHA-JIC describes itself as “an international technology inno-
vation platform built under the guidance and with the support 
of the Shanghai Economic and Information Commission and 
the Jing’an District Government.” 13

The SHA-JIC draws on a similar set of partnerships to those 
behind the Shanghai FTZ cooperation. The center is oper-
ated by Shanghai Tuneful Cloud Computing Technology 
Co., Ltd (Shanghai Tongfu), which is majority-owned by 
Chinese government-backed Shanghai North High Tech Co. 
and Shanghai Information Investment Co—the same com-
pany with which Amazon signed the 2014 MoU, and which 
is invested in by China Telecom Corporation.14 

The smart city, big data, and cloud computing technologies 
that SHA-JIC supports have direct applications to Chinese 
domestic and international military and surveillance pro-
grams. And there is evidence to suggest that the companies 
with which SHA-JIC partners contribute to China’s mil-
itary-civil fusion and surveillance programs. SHA-JIC’s 
“settled” companies have included, among others, Silong 
Intelligence.15 Silong Intelligence’s website describes it as 
“committed to the customized R&D, integration, and service 
of command systems and smart community management and 
control systems in the field of public safety and emergency 
rescue in China.”16 Products on its website include “porta-
ble face-recognition forensics” that “can quickly import the 
image data of fugitives/key personnel from the Ministry of 
Public Security, collect face photos in concealment, and input 
them into the comparison system in real time to identify and 
compare data” and that “can be widely used in public secu-
rity, national security, customs, major security activities, and 
other government agencies.”17 Silong’s products also include 
a “mobile multi-channel face recognition system” for front-
line police officers and guard patrols as well as a “mobile 
multi-channel video feature forensics system” designed to 
analyze public security footage in support of “public security, 
criminal investigation, anti-terrorism, intelligence” and other 
applications.18 
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SHA-JIC’s broader network of relationships suggests addi-
tional exposure to the Chinese government, military, and 
surveillance apparatus. For example, SHA-JIC’s “co-con-
struction and implementation units”19 include the Shanghai 
Data Exchange Center (SDEC), a state-owned data project 
supervised and guided by national ministries and commis-
sions as well as the Shanghai Municipal Government.20 The 
SDEC describes itself as promoting the large-scale aggrega-
tion of data across the government and commercial domains, 
data services and circulation built on top of that aggregation, 
and data interconnection and cooperation across regions.21 
SDEC’s backers are primarily state-owned or state-supported 
actors.22 They include China Telecom, China Electronics 
Corporation, and China United Network Communications 
Group.23 DoD has identified all three as tied to the Chinese 
military. SDEC has also cooperated or engaged in dialogues 
with the Chongqing Municipal Public Security Bureau, 
Municipal Party Committee Propaganda Department, and 
Municipal Party Committee Cyberspace Affairs Office on 
data security;24 with the Social Credit Promotion Division of 
the Shanghai Development and Reform Commission (SDRC) 
on data aggregation and monitoring, and applications to 
urban management and public safety;25 and with the United 
Front Work Department of the Shanghai Municipal Party 
Committee.26 These are Chinese government, security, and 
surveillance entities. Their mandates cover the China’s social 
credit system, the surveillance state underlying it, and the 
dissemination of Chinese propaganda at home and abroad.27 

Amazon AWS also appears to partner with SDEC.28 In June 
2019, the AWS Global Vice President visited the SDEC. 
There he discussed strengthening exchange and cooperation 
between AWS and the SDEC, as well as plans for AWS to 
provide the center with cloud service support.29 

Despite having closed its e-commerce business in 2019, 
Amazon AWS maintains an extensive technological footprint 
in China, with ties to Beijing’s military-civil fusion and sur-
veillance systems. Amazon has expanded that footprint over 
the past five years, even as tensions between the US and 
China escalate and the risks of Beijing’s technology-enabled 
authoritarianism have become increasingly evident. Amazon 
also relies heavily on China-based production, including 
production exposed to forced labor risks. This profile seeks 
to map Amazon’s Chinese production footprint, as well as 

particularly glaring cases of potential forced labor exposure 
in Amazon’s supply chain, focusing on:

• Amazon’s network of six innovation centers, including 
SHA-JIC, in China and their ties to Beijing’s military and 
surveillance programs;

• Amazon’s data centers in China, launched in conjunction 
with Chinese government entities and co-located with 
military and military-civil fusion actors; and

• Exposure to forced labor in Amazon’s supply chain.

Amazon receives a D for its operations in China: 
Through a network of innovation centers and the 
Chinese business of Amazon’s cloud offerings, 
Amazon supports the cultivation of China’s military 
and surveillance systems and the innovation under-
lying those. Amazon receives a D for its partnerships 
in China: The company has a myriad of exposures 
to the CCP’s forced labor regime.

Supporting Chinese Government 
Information Architectures

Innovation Centers
Amazon Web Services (AWS) maintains a network of six 
innovation centers and at least two data centers in China. 
These have been launched in partnership with Chinese gov-
ernment and government-backed entities. They also bring 
Amazon into direct interaction with Chinese government, 
military, and domestic surveillance entities, and serve as a 
channel for technological and informational support to them.30

The first of Amazon’s joint innovation centers, the Qingdao-
Amazon AWS Joint Innovation Center, was launched in March 
2017. The center was jointly established by the Qingdao Licang 
District People’s Government, Amazon Connect Technology 
Services (Beijing) Co., Ltd,31 and Qingdao Wanguo Cloud 
Business Internet Industry Co., Ltd.32 Press coverage at the 
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time explained that its goal was to “cultivate and support local 
start-ups and transport them overseas,” including through 
technology cooperation with foreign players; to help foreign 
start-ups open up the market in China; and “with the help of 
AWS’s experience…to help traditional Qingdao enterprises 
realize Internet transformation.”33 It was projected that by 
2021, the center would incubate a total of 750 start-ups and 
upgrade 120 traditional companies.34 

The innovation center model was quickly replicated. In 2018, 
Amazon and the Xi’an Municipal Government and Xi’an 
Management Committee of Chanba Ecological District 
launched the Xi’an-AWS Joint Innovation Center.35 In 2019, 
Amazon partnered with the Nanjing Municipal Government 
and Jiangning District to launch the Nanjing-AWS Joint 
Innovation Center.36 The same year, Amazon established 
the SHA-JIC with the Shanghai Municipal Commission of 
Economy and Information, Jing’an District Government, and 
Shibei High-Tech Park.37 In 2020, Amazon and the Chengdu 
High-Tech Industrial Development Zone set up the Chengdu-
AWS Joint Innovation Center.38 

These centers have been launched in partnership with 
Chinese government entities. They are operated, in part or 
in full, by Chinese commercial entities. They seek the same 
goals as the first, Xi’an innovation center: to support Chinese 

start-ups, with capital and technological support, and to 
connect them with overseas players and financial resources. 
Accordingly, the centers offer a range of types of support. 
The joint innovation centers also provide additional pro-
gramming, including road shows, talent training, and “demo 
days” to incubated companies as well as the broader Chinese 
innovation ecosystem.39 

These innovation centers also expose Amazon to, and provide 
a channel for support of, China’s military-civil fusion and 
surveillance ecosystem. This is evident in the already-dis-
cussed example of SHA-JIC and Silong Intelligence. 

Data Centers
Amazon AWS has also established at least two data centers 
in China. These are operated by local partners, seemingly 
in accordance with Chinese regulations forbidding foreign 
companies from owning or operating specific technologies or 
providing cloud services.40 These data centers risk exposing 
Amazon’s technology or data to the Chinese military and 
surveillance programs—albeit less directly than do the inno-
vation centers—both because they involve compliance with 
China’s digital regulatory regime and because they are subor-
dinate to or operate in partnership with Chinese government 
and military-linked entities.

Amazon Web Services expo in China, 2018. Image Credit: ImagineChinaLimited/Alamy Stock Photo.
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Take, for example, Amazon’s data center in the Zhongwei 
Industrial Park. AWS launched the center in 2015, through 
a cooperation agreement with the Ningxia government.41 A 
2019 article on the Zhongwei City People’s Government 
Portal suggests that Amazon is developing the second phase 
of that project.42 The local government and Party Committee 
appear to have been engaged in the construction of the data 
center, including through visits to observe and discuss 
development.43

The Zhongwei Industrial Park hosts a number of other data 
center and cloud projects belonging to Chinese government 
and military entities. China Mobile and China Unicom, which 
the US DoD has identified as connected to the PLA, have data 
centers in the same industrial park.44 The industrial park also 
cooperates with the China Meteorological Administration 
and the China Resources Satellite Application Center 
(CRESDA).45 The China Meteorological Administration, 
an entity operating under the State Council, is connected 
to China’s military and military-civil fusion apparatus.46 
CRESDA is a part of the state-owned China Aerospace 
Science and Technology Group,47 a company designated as 
affiliated with the Chinese military by the US Department 
of Defense.48 Amazon’s local operating partner for this data 
center—Ningxia West Cloud Data Technology Co., Ltd—
supports the Zhongwei Municipal Government in developing 
data projects, likely including these, in the industrial park.49

Military Company Partnerships
Over the past decade, Amazon has also directly formed part-
nerships with Chinese military companies. In 2013, Amazon 
and China Telecom established a strategic partnership.50 The 
next year, Amazon and China Unicom established a strate-
gic partnership in 4G telecommunications.51 And in 2017, 
Amazon and China Mobile signed a strategic cooperation 
memorandum. In doing so, they discussed cooperation in 
Shanghai’s smart city construction.52

In 2019 AWS invited leadership from Beijing Aerospace 
Long March Science and Technology to the company’s 
technology summit in Beijing. Representatives from the 
two companies discussed AI, big data, and architecture 
design. China’s government portal for military-civil fusion 
news noted that “by participating in this technical summit…. 

Beijing Aerospace Long March Science and Technology 
Information Institute technical staff were able to deepen their 
knowledge of computing, enhance informatization construc-
tion capabilities…and provide a strong foundation for the 
continued advancement of aerospace+ work.”53 

Exposure to Forced 
Labor Indicators
Amazon sources a broad array of apparel, home furnishings, 
and electronics from hundreds of Chinese producers for its 
expansive e-commerce operation. Amazon’s 2019 list of 
Amazon Basics suppliers revealed that almost half (487) 
were based in China.54 Chinese production introduces risk 
of direct and indirect exposure to forced labor and to the 
industrial policy system and players that perpetuate abuses 
related to genocide in Xinjiang. 

A 2019 report by the Australian Foreign Policy Institute 
(ASPI) identified Amazon among 83 major foreign and 
Chinese companies that are potentially benefiting from “the 
use of Uyghur workers outside Xinjiang through abusive 
labor transfer programs,” namely through Amazon’s supply 
relationship with O-Film.55 In response to the ASPI report, 
Amazon released a statement confirming that the offending 
suppliers were removed from their supply chain.56 But one 
external group that tracks these companies on their actions 
(or non-action) to eradicate forced labor from textile and 
apparel supply chains has listed Amazon among those com-
panies “that have not taken all credible steps” to prevent the 
risk of supply chain exposure to the forced labor campaign 
in Xinjiang.57

Amazon’s supply chains outside of Xinjiang have also been 
criticized for exposure to inhumane working conditions. In 
2019, it was reported that Amazon Alexa production facilities 
managed by Foxconn violated labor regulations concerning 
young workers.58 It was suggested at the time that some 
young workers worked 10 hours a day, six days a week, 
in violation of labor laws.59 Foxconn claimed these roles 
“provid[ed] students…with the opportunity to gain practical 
work experience.”60 
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Apple

In 2019, Apple launched the construction of its second data center in China, this one in Ulanqab, Inner Mongolia.61 
This choice of location was likely informed by regional Chinese industrial policies in the region that prioritize the 
digital sector. Huawei set up shop in the same area for the same reasons.62 At the groundbreaking ceremony for Apple’s 

Ulanqab facility, a representative from Apple participated and delivered remarks. So did Han Jun, a deputy secretary of 
the Ulanqab Municipal Party Committee and United Front Work Minister.63 United Front Work refers to CCP efforts to 
disseminate Chinese propaganda and expand the Party’s influence, domestically and internationally, to and through the 
co-optation of non-party entities.64 

Several weeks after the ground-breaking ceremony, a dif-
ferent type of risk surfaced in the neighborhood. On April 
27th of 2019, the Ulanqab Human Resources Development 
Company and the Labor and Employment Bureau of 
Jining District hosted a job fair targeting “poor labor” 
and “transferring employment” for poor families.65 The 
Ulanqab People’s Government would subsequently report 
in February 2021 that its goals for the year ahead included 
the “transfer” of 1,600 “rural laborers.”66 In other regions 
of China that, like Inner Mongolia, have significant ethnic 
minority populations (e.g., Tibet, Xinjiang), such transfer of 
labor programs could be interpreted as red flags for expo-
sure to forced labor risks. While such risk is less established 
in the case of Inner Mongolia than in Uyghur regions of 
Xinjiang, it should still be considered. 

Apple’s operations in China have been the subject of sig-
nificant public concern in recent years. Its data storage and 
censorship practices were the subject of a wide-ranging New 
York Times investigation in 2021; both The Information and 
the Australian Strategic Policy Institute have raised alarms 
over forced labor indicators in Apple’s supply chain.67 As 
those cases suggest, Apple—which relies on China for 

almost half of its production and seeks to sell in the Chinese 
market—faces both upstream and downstream exposure to 
risk factors within the Chinese system, including:

• Data compromises with the CCP: Exposing data to CCP 
access, censoring, content at the CCP’s behest, granting 
Chinese government requests for customer data, and host-
ing applications that allow the CCP government to track 
the Chinese population;

• Indicators of forced labor in China-based supply chains; and

• Engagement in elite fora that increase the legitimacy and 
“discourse power” of Beijing’s digital system abroad. 

Activities on such fronts constitute normative and security 
risks. However, Apple’s ties to the Chinese government, 
its human rights abuses, and its military and surveillance 
systems are not outsized in comparison to other companies 
surveyed in this report, despite the widespread public atten-
tion to them.
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Apple receives a C for its China operations grade 
based on compliance with data and censorship 
regimes in the Chinese market that might grant 
the Chinese government access to user informa-
tion—even as Apple positions itself as a vocal 
advocate for privacy. The company does not score 
worse because, unlike other companies surveyed 
in this report, no evidence suggests that Apple is 
outright sharing technology or information with 
known Chinese bad actors (e.g., military players). 
Apple also appears to advocate in other markets, 
including in the United States, in a manner consis-
tent with Chinese preferences and inconsistent with 
the defense of human rights. 

Apple receives a D in its partnerships because of 
forced labor risks throughout its supply chain as 
well as extensive cooperation at an elite level with 
the Chinese government that helps to legitimize 
Beijing’s global technological ambitions. 

Poisoned Fruit:  
Collaboration with the Chinese 
Government’s Data Regime
In 2020, 42 percent of Apple’s manufactured products were 
produced in China.68 And China represents not only one of 
Apple’s largest markets, but also one of its fastest grow-
ing: In Q1 2021, Apple reported 87 percent year-over-year 
growth in Greater China.69 Apple appears intent on securing 
a strong position in the Chinese market, and on guaranteeing 
reliable Chinese production. This has forced, or at least led, 
the company to cooperate with Beijing’s coercive informa-
tion regime—including censoring apps on the app stores at 
Beijing’s request and localizing data in China according to 
practices that risk granting the Chinese government access 
to personal information. 

In 2017, China passed a data law requiring that all per-
sonal information collected in China be stored in China. In 
January 2018, Apple responded by transferring its iCloud 

services to a Chinese company, state-owned Guizhou-Cloud 
Big Data (GCBD). “In other words,” explained Chinese 
media, “Guizhou-Cloud Big Data will be responsible for the 
operation of iCloud in mainland China and will have legal 
and financial relationships with iCloud users in mainland 
China.”70 In addition, Apple began the process of setting 
up data centers in China to store information—the first in 
Guiyang, the second in Inner Mongolia.71 

In an interview with People’s Daily about the changes, Apple 
reportedly said that “we hope to be transparent to custom-
ers.”72 A 2021 New York Times investigation suggested 
otherwise. That report found that “in its data centers, Apple’s 
compromises have made it nearly impossible for the com-
pany to stop the Chinese government from gaining access 
to the emails, photos, documents, contacts and locations of 
millions of Chinese residents.” Those compromises include 
providing Apple’s state-owned operating partner in China the 
encryption keys for private data in Apple’s iCloud service 
and granting GCBD employees control over the servers on 
which data is stored.73 

Apple appears to have exposure to risks of content control, 
as well as information access, related to the Chinese gov-
ernment. Censorship of Apple-managed platforms in China 
seems to be a viable risk: A popular Quran app, for example, 
was removed from the Apple App Store “because it includes 
content that requires additional documentation from Chinese 
authorities.”74 According to Apple’s self-published trans-
parency figures, the company complied with more than 95 
percent of requests from the Chinese government for cus-
tomer data between July and December 2019.75

Those are cases of Apple seemingly restricting information 
on behalf of the Chinese government. The reverse dynamic 
is also a risk: Apple may enable dissemination of information 
platforms that can support Chinese government surveillance 
efforts. For example, Chinese Police Network reports that 
in 2020, Bayingoleng Mongolian Autonomous Prefecture 
Government in Xinjiang launched an app called Smart Eye 
Fraud.76 The app is described on Chinese sites as in the Apple 
environment and downloadable from the App store.77 

Apple’s IT-related research and development (R&D) efforts 
in China may also contribute to China’s military-civil fusion 
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program. In 2018, Apple announced a joint research center at 
Tsinghua University focused on machine learning and computer 
vision, unveiled as the Joint Research Center for Intelligent 
Mobile Technology of Tsinghua University.78 Given the nature 
of Beijing’s interest in the dual-use relevance of artificial 
intelligence and related fields—as well as the Chinese gov-
ernment’s ties to the university research ecosystem—this type 
of commercial R&D is at risk of transfer to military-relevant 
actors in China. In fact, Chinese sources explicitly connect 
intelligent mobile technology to military applications. A 2017 
article in China News headlined “China autonomous and con-
trollable mobile phone operating system will take the road 
of military-civil fusion” describes the establishment of the 
China (Zhongguancun) Intelligent Terminal Operating System 
Industry Alliance’s military-civil fusion professional commit-
tee, and the relevance of the technology to China’s military 
program. “For a long time,” explains the article, “many member 
units of China (Zhongguancun) Intelligent Terminal Operating 
System Industry Alliance have actively participated in import-
ant national, party, government and military projects.”79

Elite Capture
Apple has reportedly lobbied to limit certain provisions in 
proposals for American policies intended to counteract China’s 
domestic human rights abuses, such as the Uyghur Forced 
Labor Prevention Act.80 At the same time, Apple’s leadership 
contributes to a range of Chinese-organized fora meant to 
elevate Beijing’s global image and add a gloss of business 
legitimacy to the CCP’s narrative about its international tech-
nological ambitions. Participation in such fora is, for many, 
considered business as usual. It is by no means necessarily 
motivated by ambitions to support China’s authoritarian 
agenda. However, the Chinese government organizes these 
events in order to burnish its global image and claim legiti-
macy, internationally, for its global economic and technological 
agenda. A player with the global weight of Apple should take 
that into account in its framing of business as usual.

Apple’s Tim Cook has met multiple times with top brass at the 
Ministry of Industry and Information Technology (MIIT), a 

Tim Cook, CEO of Apple Inc., speaks during the opening ceremony for the China Development Forum 2019 in Beijing, China.  
Image credit: Imaginechina Limited / Alamy Stock Photo.
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leading Chinese government entity charged with implementing 
Beijing’s military-civil fusion strategy.81 At a 2016 meeting, the 
MIIT Minister, Miao Wei, praised the “extensive cooperation” 
between Apple and Chinese industry, and expressed hope that 
“Apple will further expand its business in China, deepen R&D 
and industrial chain cooperation, and provide Chinese consum-
ers with a convenient and safe user experience.”82

In 2017, Apple’s Tim Cook delivered a keynote speech at the 
World Internet Conference in China, hosted by the Cyberspace 
Administration of China (CAC) and Zhejiang Provincial 
People’s Government.83 The conference was dedicated to 
promoting the Chinese “way” of the internet. Other notable 
companies participating included Microsoft, IBM, China 
Telecom, China Electronics Technology Group, Huawei, 
and Qihoo 360.84 

In 2021, Cook returned to China to attend the Chinese 
Development Conference. Organized by the Development 
Research Center of the State Council, the conference’s 
focus is encouraging elite interactions around the topic of 
the future of China’s economy. The theme of the 2021 ses-
sion was “China on a New Journey Toward Modernization.” 
Other attendees included business and investment luminar-
ies like Elon Musk of Tesla and Ray Dalio of Bridgewater 
Associates.85 This was the second time Cook had attended the 
conference; he co-chaired it in 2018. Notably, at that session 
he advocated for stronger privacy regulation.86 

These examples are largely consistent with business as usual 
for American corporates engaged in China. Apple’s role is 
representative rather than anomalous. However, there are 
real-world implications and consequences that, arguably, a 
company with Apple’s clout has a responsibility to guard 
against: its participation lends legitimacy and international 
influence to Beijing’s efforts to shape a problematic emerging 
digital system. 

In addition, Apple’s reported domestic lobbying efforts in 
the US also could stymy a normative response: Apple report-
edly lobbied to limit provisions of the Uyghur Forced Labor 
Prevention Act, a bill that passed in December 2021 and bans 
imports of goods tied to forced labor in Xinjiang.87

Far From the Tree: Apple’s 
Chinese Partnerships
A host of sources have found significant exposure to forced 
labor in Apple’s supply chain. A 2019 report by the Australian 
Strategic Policy Institute (ASPI) identified indicators of 
forced labor associated with four Apple suppliers in China: 
O-Film, Foxconn, Hubei Yihong, and Fuying Photoelectric 
Co., Ltd.88 Apple’s 2020 supplier list also included Goertek 
Inc., a leading Chinese electro-acoustic device manufactur-
er.89 ASPI has identified Goertek’s supply chain as potentially 
exposed to forced labor risks.90 Goertek also does business 
with Huawei, has close ties to the Chinese government, 
and receives significant government subsidies. 91 Goertek 
operates military-civil fusion projects in China, including 
the Beihang Qingdao Research Institute, which has a ded-
icated center for military-civil fusion, as well as others for 
virtual reality, microelectronics, precision instruments, and 
optoelectronics.92

According to the World Uyghur Congress and reporting con-
ducted by The Information, an additional seven companies 
in Apple’s supply chain feature indicators of participation in 
forced labor programs.93 

Having such an extensive list of suppliers that have reported 
connections to a range of indicators of forced labor is prob-
lematic. It features both direct and indirect exposure to the 
atrocities that the CCP inflicts upon its minority popula-
tions. And this proximity to forced labor indicators suggests 
a deficiency in supply-chain vetting that sharply contrasts 
with Apple’s self-proclaimed ambition to serve as a positive 
influence in the world. 

CORPORATE COMPLICITY SCORECARD

22



Dell

In July 2020, China’s state-owned Xinhua News Agency broadcast Dell’s “new product conference” across China.94 
At the event, Dell showcased its product portfolios in edge computing, data centers, and cloud computing. Dell also 
shared, according to Xinhua, its “unswerving support for the Chinese government’s policies and close following of the 

government’s strategic development direction.”95 According to a Xinhua News account of remarks by the President of Dell 
China, he said that “for more than 20 years, Dell has always been a firm supporter and executor in the process of the Chinese 
government’s economic development. Dell … has used practical actions to support the country’s strategic decision making.”96 
To underline the point, the conference coincided with the joint publication of a Dell-Chinese Academy of Sciences (CAS) 
book on next-generation digital architectures.97 

CAS is the Chinese government’s national academy for natural 
sciences. It also contributes to Beijing’s military and surveil-
lance programs. Dell is a Texas-headquartered American 
multinational that is also an active US government contractor.98

Yet Chinese media describes Dell as a “foreign-owned local 
enterprise.”99 Dell’s leadership in China agrees: Dell leader-
ship has described Dell as “a real ‘local enterprise’” in China 
“that has “achieved local research and development, local pro-
duction, and local services.”100 Seventy-five percent of Dell’s 
global production capacity and 85 percent of its supply chain 
are in China.101 In 2017, Dell’s annual procurement from China 
totaled approximately 35 billion USD.102 In January 2021, 
Dell’s Sohu Account reported that Dell had provided, directly 
or indirectly, one million employment opportunities in China, 
adding that “Dell Technology Group has truly fulfilled the 
social responsibility of a brand enterprise.”103

In other words, Dell is deeply enmeshed in the Chinese 
industrial and government system. This engagement comes 
at a price. Dell supports Chinese government entities 
developing Beijing’s national surveillance programs 
and cutting-edge data tools. Dell also partners with the 
Chinese military-civil fusion apparatus. And Dell’s exten-
sive supply chain in China is riddled with indicators of 

forced labor, at the same time as Dell maintains a regional 
office in Urumqi, Xinjiang. The account that follows is 
intended to illuminate only the most glaring examples that the 
project was able to uncover of Dell’s contributions to Chinese 
government, military, and surveillance programs, as well as 
exposure to indicators of human rights abuses. Dell’s exten-
sive footprint, partnerships, and investments in China suggest 
there may be more examples not yet uncoverd. Examples of 
such problematic activity found by this project include:

• Dell has assisted some of China’s leading government 
institutions, including the Development Research Center 
of the State Council, in defining Beijing’s industrial policy. 

• Dell and the Chinese Academy of Sciences’s Institute of 
Automation (CASIA) have a joint laboratory dedicated 
to AI and cloud computing. That laboratory focuses 
on research and applications of AI and new computing 
architectures in the field of brain information processes, in 
particular video big data, biometric recognition, and voice 
recognition. CASIA develops surveillance technologies 
for the Chinese government and supports the Chinese 
military. CASIA also has ties to the Chinese surveillance 
state’s operations in Xinjiang. 
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• Dell’s partners and suppliers in China are associated with 
indicators of exposure to forced labor, as well as of sup-
port for surveillance activities in Xinjiang.

Dell receives an F for operations because its ties 
to the Chinese government directly support the 
technologies and applications of a modern surveil-
lance state. Dell receives an F for partnerships for 
similar reasons, as well as because of human rights 
exposures in its value chain. Past analyses have 
not found any suppliers with greater exposure to 
forced labor than Dell’s value chain. Dell’s footprint 
in Xinjiang raises additional red flags. 

In China, For China
Dell established its first production base in China in 1998.104 
According to aggregated recent press coverage, today, the 
company operates eight research and development centers 
in China;105 32 global offices, including one in Xinjiang;106 
three manufacturing plants;107 joint projects with 10 Chinese 
universities—thanks to which Dell has received the Chinese 
Ministry of Education’s Best Partner Award;108 and a host of 
other projects. Dell has committed to support China’s Belt 
and Road Initiative (BRI),109 the Internet+ national strate-
gy,110 and the Made in China 2025 program.111 In 2015, Dell 
launched a new corporate strategy of “In China, For China,” 
committing to help China’s digital competitiveness, boost 
the development of new infrastructure, and advance China’s 
digital transformation—and to invest 125 billion USD in 
China by 2020.112 In 2018, Dell initiated a new phase of that 
strategy: Dell China 4.0+, oriented around fueling China’s 
“Smart+” construction. The Dell China President cited local-
ization of procurement and manufacturing in China as an 
example of this new phase of engagement bearing fruit.113 As 
of January 2020 Dell’s China R&D Group had applied for 
more than 1,400 Chinese and foreign patents.114 

In developing this footprint, Dell has engaged extensively 
with core players in the Chinese government. This engage-
ment extends to the highest levels of Chinese government: 

In 2018, Dell partnered with the State Council to produce an 
in-depth report on digital industrialization and China’s indus-
trial policy.115 The report focused on China’s ambitious Made 
in China 2025 program—and strengthening capabilities in 
emerging technologies , including cloud computing, big data, 
and artificial intelligence.116 These technologies are relevant 
to China’s military-civil fusion program. At the launch event, 
the President of Dell China declared that “Dell Technology 
Group is committed to becoming the most trusted partner of 
Chinese enterprises.”117 The State Council is the chief admin-
istrative authority of the People’s Republic of China; Made 
in China 2025 and digital industrialization among Beijing’s 
top priorities. In other words, Dell’s localization in China 
has led it to support the industrial policy that Beijing sees 
as a core lever in today’s geopolitical competition with the 
United States. 

Dell and the Chinese 
Academy of Sciences
Dell is also directly involved in more explicitly problem-
atic areas of Chinese government programming, including 
military modernization and surveillance. In 2016, Dell and 
the Chinese Academy of Science’s Institute of Automation 
(CASIA) unveiled a joint laboratory, the AI and Advanced 
Computing Joint Laboratory.118 That laboratory focuses on 
research and applications of AI and new computing architec-
tures in the field of brain information processes, in particular 
video big data, biometric recognition, and voice recognition. 
At the unveiling, the President of Dell Greater China declared 
that via “cooperation with CASIA, we will combine comput-
ing resources and scientific research resources to promote 
the leapfrog development of AI to seize the commanding 
heights of the new round of scientific and technological 
revolution.”119

CASIA develops surveillance technologies and applications 
for the Chinese government.120 For example, between 2012 
and 2016, the Institute undertook a project for the National 
973 Program, the PRC’s leading basic research program, on 
developing “Social Perception Data Processing for Public 
Safety.”121 As its official description puts it, the project was 
designed to “meet the major needs of national security…
for social perception intelligence, [and] provide technical 

CORPORATE COMPLICITY SCORECARD

24



support and decision-making support for real-time monitor-
ing, early warning and forecasting, and emergency handling 
of public security.”122 CASIA’s Intelligent Video Surveillance 
and Face Recognition Technology systems have been used in 
Chinese government security applications.123 CASIA-linked 
surveillance systems have likely been deployed in Xinjiang: 
As early as 2007, a delegation from the Institute visited the 
Xinjiang Institute of Physics and Chemistry to discuss coop-
eration in “Xinjiang minority speech and language processing 
technology.”124

In addition, CASIA contributes to China’s military and 
military-civil fusion programs. The Institute runs dedicated 
military projects, evident and advertised in its hiring docu-
ments.125 Examples of CASIA’s past such projects include 
developing space cameras for the Shenzhou V and a vehi-
cle-mounted ground illuminator detection system that won 
China’s second prize for military scientific and technological 
progress.126 CASIA also maintains a Military-Civil Fusion 
Innovation Center.127 

The technologies, like biometric monitoring and voice rec-
ognition, on which the Dell-CASIA joint laboratory focuses 
are relevant to a range of potential surveillance and military 
applications. And the cooperation between Dell and CASIA 
appears to be ongoing. In 2016, the Dell-CASIA collaboration 
developed a deep learning computing and service platform, 
known as Zhuge Shenzhi.128 In 2017, the two parties signed 
a tri-party agreement with SDIC Innovation to develop an 
AI solution service platform.129 In 2020, People’s Daily, a 
major Chinese state-owned newspaper, awarded the joint 
CASIA-Dell laboratory the title of “AI Industry Application 
Research Base” and reported on the launch of a new project, 
the “Intelligent Research Base Strategic Cooperation.”130 

The Dell partnership with CASIA also involves cooper-
ation on standards development—a core part of China’s 
international technological offensive.131 For example, in 
2020, CASIA, Dell China, and the China Computer Users 
Association jointly released a PRC standard on requirements 
and evaluation for AI computer vision specialists.132 

Michael Dell, founder and chairman of Dell Inc., holds a news conference in Shanghai, China, on March 21, 2007.  
Image Credit: REUTERS / Alamy Stock Photo.
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Nor is CASIA the only Chinese Academy of Sciences entity 
with which Dell collaborates. A 2020 article in China’s 
Science and Technology Daily reported that the Institute of 
Physics of CAS had adopted a Dell high-performance com-
puting system based on Intel technologies for its Material 
Genomics Research Platform: “A few days ago, the Institute 
of Physics of the Chinese Academy of Sciences joined hands 
with Dell and Intel to build its Huairou material genome 
high-performance computing platform, which has attracted 
widespread attention in scientific research and industry.” In 
an interview on the subject, a representative from the CAS 
Institute of Physics said that the Institute had “worked with 
Dell and Intel to build this high-performance computing plat-
form.”133 China’s high-performance computing ecosystem is 
a contributor to a range of military and military-civil fusion 
efforts, including in testing necessary for hypersonic and 
nuclear-armed weapons platforms.134 

Dell and Local Governments
Dell also cooperates with local Chinese government entities. 
In 2015, Dell signed a memorandum of understanding with 
the with Guiyang Municipal Government, outlining partner-
ship in big data and cloud computing as well as construction 
of cloud joint laboratories and intelligent manufacturing 
platforms.135 The next year, the two companies signed an 
agreement to “deepen cooperation.” Chinese media cov-
erage of the event cited Dell reporting – and it is unclear 
whether this is paraphrasing or quoting – that, “as a company 
rooted in China for 21 years, Dell is committed to carrying 
out strategic cooperation with the Chinese government and 
local partners in the field of big data and cloud computing.” 
The same coverage then quotes the President of Dell China 
saying, “the memorandum on deepening strategic cooper-
ation signed this time reflects that Dell actively integrates 
into the local economy and fully supports and embraces the 
Internet+ national strategy.”136 

Also in 2016, Dell became a smart city government part-
ner of Wuhou District in Chengdu and announced that it 
intended to invest more broadly in relevant technologies 
across Sichuan.137 Dell also partners with other Chinese 
companies that support smart city development: For exam-
ple, the 2019 IPO prospectus of Zhejiang Daily Interactive 

Network Company, which provides big data solutions for 
smart cities, listed Dell alongside Inspur and Huawei as a 
supplier.138 China’s smart city program is a core part of its 
domestic and international surveillance efforts.

Military-Civil Fusion
As the above example suggests, Dell’s potential contributions 
to China’s military and surveillance programs do not end 
with government ties. The company has also partnered with 
commercial entities that support those programs, including 
players that the US government has identified as bad actors. 
For example, as part of the launch of the “In China, For 
China” program in 2015, Dell signed a series of cooperation 
agreements with Chinese military-tied entities, including 
China Electronics Corporation, a state-owned conglomerate 
that the US Department of Defense (DoD) would later iden-
tify as tied to the Chinese military, and Tsinghua Tongfang, 
an information technology company that was placed on the 
US Department of Commerce’s Entity List in 2021.139 In 
2019, Dell committed to a strategic partnership in 5G and 
Internet of Things technologies with China Unicom.140 This 
was less than a year before DoD identified China Unicom as 
tied to the Chinese military. No public documentation found 
by this project suggests that any of these agreements has 
been terminated.

In 2016, Dell participated in China’s International Science 
and Technology Expo, held in Sichuan Province. That event’s 
theme was Science and Technology Innovation, Military-
Civil Fusion, Open Cooperation. Chinese media described 
it as being held in service of “the national innovation-driven 
development and military-civil fusion strategy.”141 

At the 2021 China Cyber Information Security Summit, 
hosted by the China Information Association, Dell was 
awarded the title of “2020–2021 China Cyber Information 
Security Industry Innovative Enterprise.” It was the only 
multinational company to receive this recognition.142
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Human Rights Risks

Surveillance
A 2021 report from Top10VPN found that two Chinese 
companies that identify Dell as a partner have assisted in 
development of surveillance and censorship systems in China, 
including in Xinjiang.143 Xiamen Dragon Information 
Technology, which reportedly describes Dell as a partner, is 
a public security information company. It has used a combi-
nation of facial recognition and “QQ” information to label 
and tag citizens as Uyghur, Han, or Tibetan. In addition, Dell 
and Bluedon Information Security Technology reportedly 
signed an agreement in 2017 in the context of Dell’s China 
4.0 Strategy, wherein Dell stated that it intended to draw 
on Bluedon’s information security expertise. Bluedon’s 
services include blocking of anti-censorship tools, as well 
as its Sharp Eyes (Xueliang) Project, a state-backed project 
aimed at achieving 100% surveillance coverage of China’s 
public spaces.144

Forced Labor
In addition, a 2019 report by the Australian Strategic Policy 
Institute (ASPI) identified potential indicators of forced 
labor associated with at least three Chinese suppliers of 
Dell: Foxconn, Sichuan Mianyang Jingweida, and Hibroad 
Technology Co., Ltd.145 Another Chinese company that the 
ASPI report identified as exposed to forced labor risks, Hefei 
Bitland, notes Dell, alongside Microsoft, as one of its part-
ners on its website.146

The risks suggested by these reports are exacerbated, first, by 
the extent of Dell’s supply relationships in China and, second, 
by Dell advertising operations in Xinjiang with an office in 
Urumqi, the capital of the Xinjiang Uyghur Autonomous 
Region (XUAR).147 

Dell store in Tianjin, China. Image credit: Imaginechina Limited / Alamy Stock Photo.
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Facebook

In March 2021, China’s state-owned Xinhua News Agency purchased, for under 100 USD, an ad on Facebook featuring a 
video of the mayor of Urumqi, the capital city of Xinjiang. In the video, the mayor declared that the “peace and stability 
that people from all ethnic groups in Xinjiang once longed for has become a reality.” He also described a “plot” on the 

part of Western countries to smear China’s reputation by fabricating stories of genocide.148 That advertisement was seen 
some 200,000 times in two days. Last year, a Facebook ad purchased by state-owned CCTV featuring students in a Xinjiang 
boarding school describing themselves as well-fed and taken care of was shown over a million times in four days.149 These 
are not isolated cases: In 2020, the Chinese government’s messaging on Facebook about its treatment of ethnic minorities 
in Xinjiang hit a new high.150

Facebook is blocked in China. But that doesn’t stop Beijing 
from using the platform as a propaganda channel to influence 
foreign audiences—and also, as Wall Street Journal reporting 
has documented, to track them. Three of the world’s 20 most 
popular Facebook pages are run by Chinese state-controlled 
media outlets.151 Facebook has also acknowledged the pres-
ence of China-based hacking accounts on its platform, used 
to disseminate malware that enables surveillance of jour-
nalists and dissidents overseas.152

Facebook has removed hacking accounts it was able to 
identify. And it removes Xinjiang-related ads when the 
advertisers violate current Facebook policies (e.g., not 
labeling them as relevant to social and political issues). 
Facebook does not appear to have instituted policies 
against ads purchased by Chinese government entities or 
their proxies—including ads concerning Xinjiang that may 
be channels for Chinese state propaganda—or publicly 
resolved to treat Chinese government entities on the plat-
form any differently than it does other users.153 It is possible 
that profit influences consideration of these risks: Facebook 
makes some 5 billion USD annually from advertisements 
sold in China.154 

Blocked in China since 2009, Facebook’s footprint in the 
country is minimal. Nonetheless, this project has found that: 

• Facebook continues to sell ads in China, including to 
Chinese government entities, creating an international 
channel for Beijing’s propaganda; and

• The one concrete physical product that Facebook does 
make, the Oculus headset, relies on Chinese suppliers with 
reported exposure to indicators of forced labor. 

Facebook receives a B for operations. The company 
has a minimal presence in China and—despite a his-
tory of friendly overtures to the Chinese Communist 
Party (CCP)—has recently taken a firm, exemplary 
narrative stance vis-à-vis Beijing’s authoritarian 
regime. Ad sales to Chinese government entities, 
and failure to limit their role on the platform, leave 
Facebook in a position as a channel for Beijing’s 
international propaganda campaign. 
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Facebook receives a B for partnerships. The com-
pany’s minimal footprint in China also translates 
to a limited network of partners in the country. 
However, Facebook’s commercial partnerships 
around the Oculus headset expose it to indicators 
of forced labor risks.

It’s Complicated
Facebook entered the Chinese market in 2005 under the 
domain facebook.cn. Four years later—following a sequence 
of anti-government uprisings in Xinjiang during which activ-
ists coordinated on the platform—the Chinese government 
blocked access to Facebook.155 Instagram, which Facebook 
owns, was likewise blocked in 2014.156

Facebook has since tried, and for the most part failed, to 
re-enter the Chinese market. In 2015, Beijing authorities 
granted Facebook a three-month license to open offices in 
the city. These were never opened.157 The next year, reports 
surfaced that Facebook had developed location-based cen-
sorship software through which it might be able to operate in 
the Chinese market. The software would suppress posts from 
news feeds within certain geographic areas—not through 
Facebooks’ direct censorship, but rather through a third 
party, likely intended to be a China-based partner.158 In 2018, 
Facebook announced that it would establish an Innovation 
Center in Hangzhou via a China-based subsidiary. However, 
Facebook failed to obtain final government approval for the 
operation. The innovation center did not open.159 

Since 2018, Facebook leadership has begun to criticize the 
CCP, including its human rights abuses. At a Senate hearing 
in 2018 its chief operating officer, Sheryl Sandberg, said that 
China failed to meet Facebook’s normative standards and it 
would not operate there; in 2019, CEO Mark Zuckerberg 
announced that Facebook would not establish a data center in 
China because the country violated privacy and free speech.160 

Advertising Bonanza
However, while Facebook remains blocked in China, and 
although leadership has begun to take a hardline narrative 
stance against the CCP, the firm continues to operate a 
robust advertising business in China. In 2017, the company 
launched a China Advertising Partner Program. By the next 
year, revenue from ad purchases in China was estimated at 
5 billion USD, about 10 percent of Facebook’s total sales.161 
And Facebook appears to have continued to build out its ad 
business in China. In 2020, Facebook set up a new engineer-
ing team in Singapore reportedly to further develop its China 
advertising business, including by refining ad-buying tools 
for Chinese customers.162

Get in Where You Can
Facebook is primarily an internet platform company. 
However, it does have tangible products, of which one of 
the most well-known is its Oculus virtual reality headset. 
Facebook works with Chinese manufacturing to make that 
product: its primary Chinese manufacturing partner for the 
Oculus is Goertek Inc.,163 a leading electro-acoustic device 
manufacturer that also does business with Huawei (a com-
pany sanctioned by the US government), has close ties to 
the Chinese government, and receives significant Chinese 
state subsidies.164 Goertek also operates military-civil fusion 
projects in China, including the Beihang Qingdao Research 
Institute, which has a dedicated center for military-civil 
fusion, as well as others for virtual reality, microelectronics, 
precision instruments, and optoelectronics.165 Cooperation 
with Facebook on the Oculus VR headset runs the risk of 
contributing to Goertek’s efforts to develop military-relevant 
capabilities. Goertek’s supply chain is also exposed to forced 
labor risks. A 2019 Australian Strategic Policy Institute report 
found that Hubei Yihong Manufacturing Co lists Goertek as 
one of its customers.166 Hubei Yihong has received trans-
ferred Uyghur workers from Keriya County, Xinjiang, at its 
manufacturing center in Xianning, Hubei.167
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GE

“For GE, China is not only a market, but also an important part of GE’s global supply chain 
and innovation base. As GE’s global strategic market and its largest market outside of the 

United States, China’s development is crucially important to GE’s global development.”

— Xiang Weiming, GE China CEO, 2020 168

At the 2016 China International Aviation and Aerospace 
Expo, the Aviation Industry Corporation of China (AVIC) and 
General Electric Company (GE) won the “Joint Cooperation 
Award.” They were commended for their “outstanding coop-
eration in promoting the development of China’s civil aircraft 
avionics technology and industry”—most notably via their 
joint venture, Aviage Systems, a civil avionics systems solu-
tion provider.169 

AVIC is one of China’s largest aerospace and defense com-
panies. The US Department of Defense (DoD) has identified 
it as tied to the People’s Liberation Army (PLA). GE and 
AVIC inaugurated Aviage in 2012. Before the company had 
been formally launched, Aviage was selected by COMAC, 
another leading Chinese state-owned aerospace manufacturer, 
to provide core avionics systems, integrated services, and 
maintenance systems for the Chinese C919 airliner.170 The 
DoD has also identified COMAC as tied to the PLA. Aviage’s 
global headquarters are in the AVIC Civil Avionics Industrial 
Park. That park’s press materials describe it as “relying on 
the agglomeration capabilities of AVIC in military-civilian 
fusion, innovation-driven, transformation and upgrading.”171 

The Aviage partnership—and the advanced aerospace tech-
nologies that Beijing has obtained through it—have been 
documented: A 2011 New York Times article wrote that “no 
Western company has been more aggressive in helping China 

pursue that [jet technology] dream” than GE. 172 After DoD 
identified AVIC as a military company in 2020, Bloomberg 
reported that the company’s ties to GE were raising concerns 
in the United States.173

Even so, existing coverage risks understating the degree to 
which the Aviage case is representative, rather than anom-
alous, when it comes to GE’s presence in China. This joint 
venture is just one of many partnerships GE has cultivated in 
China over the past two decades. Those partnerships appear 
to involve technology-sharing, including with core players 
in China’s military, military-civil fusion, and surveillance 
system. Those partnerships have also granted military-tied 
Chinese players positions of leverage in GE’s supply chains, 
critical to both America’s national security and its manufac-
turing base. And GE’s operations and partnerships in China 
systemically expose it to risks associated with forced labor 
and other human rights atrocities in the country. Moreover, 
GE continues to develop its presence in China, despite the 
increasingly clear security risks, normative dangers, and 
threats that Beijing’s industrial ambitions pose to GE’s core 
business interests. These lines of exposure are particularly 
troubling because GE is a major contractor for the US 
Department of Defense, including in technologies and prod-
ucts similar to those with which it partners with the Chinese 
military system.
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This report does not seek to offer a comprehensive portrait 
of GE’s presence in and partnerships with China. Instead, it 
focuses on certain illustrative examples that may only scratch 
the surface of GE’s partners, technology cooperation, govern-
ment ties, and exposure to human rights risks in China. These 
examples are intended to provide a representative picture of 
the types of exposure GE exhibits, and the implications of 
this for an American manufacturing company that is currently 
attempting to reinvent itself as a digital champion. Illustrative 
examples include:

• GE maintains a host of subsidiaries in China, as well as 
joint ventures with Chinese state-owned entities, that 
entail technology-sharing with Chinese military-tied 
actors in security-relevant fields. 

• GE maintains innovation centers that put its technology 
at risk of use by the Chinese government and military, 
and has partnered with Chinese government-led entities 
to help them develop research hubs abroad through which 
they might acquire foreign technology. 

• GE has collaborated with Chinese local government 
entities in developing smart cities, a core part of China’s 
intrusive surveillance program.

• GE has an office in Xinjiang and partners with players 
implicated in China’s human rights abuses in the region.

GE is often seen as a champion of American manufac-
turing. Yet it is perhaps more integrated into the Chinese 
system, including the Chinese government system, 
than any other major American company surveyed in 
this report. 

GE receives a D in operations because of its exten-
sive footprint in China that entails joint ventures 
and research projects with Chinese government and 
military actors, as well as entities tied to human 
rights abuses. While these operations are large, the 
technological and industrial capabilities that they 
involve—and that they risk providing to Chinese 
military and government actors—are less advanced 
than other companies profiled in this report. That 
reality is one of the few factors preventing a more 
aggressively failing grade.

GE receives an F in partnerships for similar reasons. 
Even if the specific projects GE undertakes in China 
are less technologically advanced, the players with 
which it partners are major contributors to China’s 
military and surveillance programs. 

Joint Ventures and 
Technology Sharing
GE’s presence in China is extensive. The company has 
dozens of subsidiaries or joint ventures in China. At a first 
level, these underline the degree to which GE has shifted 
production to China: in 2011, GE healthcare moved its global 
X-Ray machine headquarters from Wisconsin to China, the 
first time GE had offshored a branch business headquar-
ters to China.174 

At a next level, the nature of these joint ventures and subsid-
iaries underlines GE’s degree of engagement with Chinese 
government entities, in fields relevant to military-civil fusion. 
At least five are partnerships with state-owned entities: in 
addition to the Aviage Systems partnership with AVIC, GE 
operates General Electric-Harbin Power-Nanjing Turbine 
Energy Service with Harbin Electric as well as Nanjing 
Steam Turbine Motor (Group) Co., Ltd.; Huadian General 
Light Gas Turbine Equipment Co., Ltd. in partnership 
with state-owned Huadian Distributed Energy Engineering 
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Technology; NARI General Electric Intelligent Monitoring 
and Diagnosis (Wuhan) Co., Ltd. in partnership with State 
Grid Electric Power Research Institute Wuhan Nanrui 
Co., Ltd; Xidian General Electric Automation Co., Ltd. in 

partnership with China Xidian Electric; and General Electric 
(Wuhan) Automation Co., Ltd. in partnership with Baosteel-
invested Baosight Software. 

Select GE Subsidiaries and Joint Ventures in China

Name GE Stake

General Electric Wind Power Equipment Manufacturing (Shenyang) Co., Ltd. 100

General Electric Medical System (Tianjin) Co., Ltd. 100

General Electric Energy Conversion Technology (Shanghai) Co., Ltd. 100

General Electric-Harbin Power-Nanjing Turbine Energy Service (Qinhuangdao) Co., Ltd. 51

Huadian General Light Gas Turbine Equipment Co., Ltd. 49

General Electric Medical (China) Co., Ltd. 100

General Electric Technology Transmission (Shenyang) Co., Ltd. 75

General Electric Power Conversion Technology (Shanghai) Co., Ltd. 100

General Electric (China) Energy Development Co., Ltd. 100

General Electric Medical Systems (China) Co., Ltd. 100

General Electric Energy (Shenyang) Co., Ltd. 100

General Electric Medical System Trade Development (Shanghai) Co., Ltd. 100

NARI General Electric Intelligent Monitoring and Diagnosis (Wuhan) Co., Ltd. 50

General Electric Power Generation Electronics (Shenyang) Co., Ltd. 100

Shenzhen Branch of General Electric (China) Co., Ltd. –

GE Healthcare (China) Co., Ltd 100

General Electric Medical System Trade Development (Shanghai) Co., Ltd. 100

Beijing General Electric Hualun Medical Equipment Co., Ltd. 100

Xiamen Taikoo Engine Service Co., Ltd. 9.90

General Electric Renewable Resources (Tianjin) Co., Ltd. 100

Xidian General Electric Automation Co., Ltd. 41

General Electric (Wuhan) Automation Co., Ltd. 50

Aviage Systems 50
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GE’s joint ventures in China feature varying degrees of 
technology transfer. GE China documents describe an “in 
China, for China” innovation program.175 GE reports having 
seven R&D centers, more than 60 laboratories, more than 
30 manufacturing bases, and 34 joint ventures across 40 
cities in China.176 Concretely, when General Electric, the 
Shanghai Minhang District People’s Government, and 
state-owned Huadian Distributed Energy Engineering 
Technology Co., Ltd (Huadian) launched their joint venture 
in 2011, GE’s Chinese-language press release on the subject 
announced that “the cooperation will be a perfect combina-
tion of [GE’s] global advanced technology and [Huadian’s] 
rich local experience.”177 The press release also declared 
that “GE will transfer some of the core technology for the 
production of some components and gradually increase the 
localization rate of products.” In a speech at the signing cer-
emony, the President of GE Energy Group China projected 
that the joint venture would “make positive contributions 
to the realization of China’s infrastructure construction.”178 

GE has also partnered with Chinese government-led entities to 
help them develop international footholds through which they 
might acquire foreign technology. In 2012, Shanghai Jiaotong 
University and the GE China Research and Development 
Center cooperated to establish an advanced manufacturing 
joint laboratory at the University of Michigan.179 

Military Ties
GE’s joint venture partners—the players with which it is 
sharing technology—are not only state-owned entities. 
Some are also key figures in China’s military and mili-
tary-civil fusion programs. Besides AVIC, one potentially 
illustrative example is GE’s long-standing partnership with 
Harbin Electric Group, one that conveys both the technol-
ogy transfer and human rights risks that accompany GE’s 
China presence. 

General Electric X-ray simulator at the World Expo Park in Shanghai, China, on May 3, 2010. Image credit: Imaginechina Limited / 
Alamy Stock Photo.
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The relationship between GE and Harbin Electric dates back 
two decades, when they established their joint venture.180 In 
March 2014, the two companies launched an innovation 
center in Harbin, GE’s third innovation center in China. At 
the center’s opening ceremony, GE leadership described the 
innovation center as a “comprehensive platform for localized 
cooperation” between “strategic partner” Harbin Electric and 
GE.181 In a press release, GE framed the innovation center as 
part of GE’s “In China, for China” innovation strategy; “an 
important measure for GE to strengthen its localized tech-
nology collaboration.” 182 

Harbin Electric Group is a state-owned entity. It also partic-
ipates in Beijing’s military-civil fusion program, including 
through a dedicated company department.183 That participation 
draws on turbine technologies, also the domain involved in the 
partnerships with GE. For example, in 2017, Harbin Electric 
visited China’s Second Naval Submarine Base to unveil a 
ship power maintenance center. The company described this 
as a “major move thoroughly to implement the military-civil 

fusion development strategy.” Representatives from the 
People’s Liberation Army Navy’s (PLAN’s) Naval Equipment 
Department, the Second Submarine Base, the PLAN’s mil-
itary representative office in Harbin, and military-related 
enterprises attended the inauguration ceremony.184 Coverage 
of the event in Sina Finance noted that “as an important state-
owned backbone enterprise related to national security, Harbin 
Electric Group has devoted itself to China’s national defense 
construction since its birth.”185 The same year, Harbin Electric 
leadership met with counterparts from the China Aviation 
Engine Group to discuss cooperation in gas turbines.186

Harbin Electric is also exposed to indicators of forced labor in 
Xinjiang. For example, the state-owned enterprise undertakes 
projects for the Xinjiang Production and Construction Corps 
(XPCC).187 The US government has sanctioned XPCC for 
connections to human rights abuses in the Xinjiang Uyghur 
Autonomous Region.188

The Chengdu Wing Loong II Chinese high-altitude strike military unmanned aerial vehicle. Image credit: Andrey 69 / Shutterstock.
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Supporting China’s Domestic 
Authoritarianism and 
International Offensive
GE’s technological partnerships also risk directly support-
ing China’s surveillance state: In 2016, GE and the Tianjin 
municipal government launched a smart-city project. In the 
memorandum of understanding for the project, GE com-
mitted to provide Internet of Things application software 
development.189 China’s smart city program is a core part of 
its domestic surveillance efforts, elements of which could 
be replicated abroad. Having honed smart city capabilities 
at home, Beijing is also now exporting them—and in the 
process, developing new levels of access to, and control of, 
detailed data and information on municipal infrastructure as 
well as individual households and consumers in rights-re-
specting countries.190 

GE also espouses support for high-level industrial policies, 
including the Belt and Road Initiative (BRI) and Made 
in China 2025, intended to extend Beijing’s footprint and 
influence internationally.191 Such support brings GE into 
partnership with Chinese military-tied entities. helping 
Beijing to expand its footprint internationally. For exam-
ple, in 2017, GE and China Telecom announced a strategic 
cooperation agreement in industrial Internet technology, 
including in developing and deploying “services in China 
through technical cooperation in the industrial Internet field 
to help implement the Made in China 2025 strategy.”192 China 
Telecom has since been identified by the US DoD as affiliated 
with the Chinese military.

Exposure to Human Rights Risks
GE’s operations in China also expose it directly, as well 
as through its partners, to human rights risks and indica-
tors of forced labor. GE itself appears to have an office in 
Urumqi, Xinjiang.193 The US Departments of State, Treasury, 
Commerce, and Homeland Security have issued joint busi-
ness advisories warning companies against operating in 
Xinjiang because of forced labor and oppression of the 
Uyghur ethnic minority in the region.194 

A number of GE’s major partners are associated with indi-
cators of forced labor and connected to known bad actors. 
Harbin Electric’s ties to XPCC offer one example. China 
Huadian, GE’s joint venture partner in Huadian General 
Light Gas Turbine Equipment Co., Ltd., provides another 
case. Huadian Electric has a Xinjiang-based subsidiary.195 In 
2021, the Chairman of China Huadian attended the Central 
Enterprise Aid Xinjiang Work Conference in Urumqi. Other 
attendees included the Secretary of the Party Committee 
of the Xinjiang Uyghur Autonomous Region (XUAR), the 
Political Commissar of the XPCC, and leaders of the state-
owned Assets Supervision and Administration Commission 
of the State Council (SASAC). At the conference, China 
Huadian signed a strategic cooperation agreement with 
the XUAR government as well as a project cooperation 
agreement with the Kashgar Administrative Office. China 
Huadian’s Chairman affirmed that the company would 
always “thoroughly study and implement General Secretary 
Xi Jinping’s important expositions on Xinjiang work, and 
fully and accurately implement the Party’s strategy of govern-
ing Xinjiang in the new era”—and also that China Huadian 
was committed to “practicing the spirit of the XPCC” and 
implementing the spirit of the “Fifth Central Ethnic Work 
Conference.”196 
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Google

On January 6, 2016, the Xiamen Google AdWords Experience Center launched. The Center was established by the 
local district government; a China-based Google subsidiary, Google Advertising (Shanghai) Co., Ltd; and Google’s 
domestic operating partner, Xiamen First Page Network Technology Co., Ltd (First Page). Local Chinese Communist 

Party leaders and government officials attended the opening ceremony alongside a host of Google China executives. They 
celebrated the role the center would play in furthering China’s international commercial ambitions, fueled by Google’s tech-
nology and influence. The General Manager of First Page explained that the center would “rely on the influence of Google’s 
international platform and its absolute advantage in global advertising” to help Chinese companies succeed in the international 
market. “With the support and joint efforts of the government, we will jointly promote the upgrading and transformation of 
small- and medium-sized cross-border e-commerce enterprises.”197 First Page reiterated the point the next year, at the Google 
Greater China Partner Summit in Xiamen: “We have a better understanding of Google’s rules…. It is inevitable that Chinese 
foreign trade companies will Go Global through Google.”198 

Google Experience Centers in China 199

Archived map of Google Experience Centers in China.  
Image credit: Google.

Neither that language nor the Xiamen center is anoma-
lous. Over the past decade, Google has launched at least 
27 so-called “Experience Centers” in China. They are 
designed to help Chinese companies expand their interna-
tional market through digital advertising and technological 
support.200 All the Experience Centers are jointly estab-
lished by Google, a local government entity, and a local 
operator.201 The Experience Centers serve as bases through 
which Google sells advertisements and marketing to Chinese 
entities. They also offer technological, commercial, and 
training support. For example, the Guangxi Experience 
Center features a cross-border e-commerce talent training 
center; an entrepreneur incubation center for cross-border 
e-commerce companies; and a Google Big Data Mining and 
Application Center.202 

The Chinese government blocked Google’s search engine in 
2010.203 Since then, the company’s footprint in the PRC has 
remained minimal. However, that does not mean that Google 
has left the country entirely. Nor does it mean that Google has 
not attempted to expand its footprint. In 2019, for example, 
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Google stopped carrying advertisements in China for sites 
that allowed China-based users to evade censorship laws, 
a move that reportedly appeared to be part of an attempt to 
reclaim ground in China’s market, and corresponding favor 
with the Chinese government.204 More concretely, other 
Alphabet subsidiaries operate in China, the company con-
tinues to invest directly into Chinese companies, and Google 
relies on suppliers in China. For the most part, these consti-
tute commercial relationships with limited connection to the 
Chinese government, Chinese military players, or Beijing’s 
surveillance state. However, they do create certain risks. In 
surveying the history and current state of Google’s operations 
in China, this report finds ever since:205

• Google’s investments in China as well as its Experience 
Centers risk supporting Chinese industrial policy, its inter-
nationalization, and may indirectly contribute to China’s 
military-civil fusion and surveillance ecosystems; and

• Google’s supply chain in China exposes it to indicators of 
potential security and human rights risks.

Google receives a B in operations. While the compa-
ny’s presence in China is minimal, what operations 
Google does maintain in the country lead it to sup-
port China’s distortive industrial policy, and to fuel 
that policy’s internationalization. Google receives 
a B in partnerships for similar reasons, as well as 
because the company maintains supply relation-
ships with Chinese entities that expose it to both 
human rights and security risks.

The Disappearing Act
In 2006, Google made a deal with Chinese authorities: If it 
agreed to censor search results shown to Chinese users, it 
could enter the Chinese market with google.cn.206 By 2009, 
Google had acquired a 30 percent share of the Chinese search 
market. But the next year, the Chinese government launched 
an extensive hacking attack targeting Google’s intellectual 
property as well as Gmail accounts belonging to Chinese 
human rights activists. In response, Google announced 

that it would stop censoring search results. In response, the 
Chinese government blocked Google’s websites. Google 
retreated to a Hong Kong-based search engine.207 “Google 
Shuts China Site in Dispute over Censorship,” read The New 
York Times headline.208 

However, as Chinese internet commentators explain, “Google 
has never given up the big cake of the Chinese market.”209 
A Zhihu post from 2016 points to the experience centers 
as evidence: 

In the past years, dozens of Google experience centers have 
opened in China. These are jointly established by Google, 
local governments, and operators…This shows that the 
government encourages and supports the experience center 
model, even though you are not allowed to visit Google.210

The experience centers are just one example. Over the past 
decade, various reports have suggested that Google and its 
parent company, Alphabet, have attempted to re-enter seg-
ments of the Chinese market. Some of those projects have 
failed. Launched in 2017, the Google AI China Center fizzled 
out within a few years. Dragonfly, an attempt to re-brand and 
launch a new search engine for the Chinese market, faltered 
amid US outcry and regulatory concern that it would censor 
according to Beijing’s preferences, and also share data with 
the Chinese government about individuals searching terms 
that Beijing deemed sensitive, which it could then use for 
further surveillance and repression.211 Other projects have 
been more successful: Google released its machine-learning 
framework, TensorFlow, in China in 2017.212 The next year, 
Waymo, Alphabet’s self-driving car company, established an 
office in the Shanghai Free Trade Zone.213

Google’s experience centers in China provide a platform 
for Beijing to advance its Belt and Road Initiative, Go Out 
program, and other national strategies designed to secure, 
through state support, Chinese leverage in critical value 
chains. Google’s investments in the Chinese start-up scene 
dovetail with similar efforts. The company’s portfolio fea-
tures darlings of Beijing’s industrial policy, subsidized by the 
Chinese government as part of a larger effort to leapfrog into 
strategic domains. In 2018, Alphabet’s CapitalG invested in 
Manbang, China’s truck-hailing giant.214 Manbang’s other 
investors include Tencent and state-owned Sinopec Group 

CORPORATE COMPLICITY SCORECARD

37

http://google.cn


Capital. Manbang’s corporate documents acknowledge that 
its profit relies on Chinese government subsidies, a core 
feature of the industrial policy behind Beijing’s “State led, 
Enterprise driven” economic model.215 

Supply Relationships
Google relies on suppliers in China, including suppliers that 
expose it to forced labor and to security risks. A 2019 report 
by the Australian Strategic Policy Institute (ASPI) found indi-
cators of forced labor associated with at least three Chinese 
suppliers of Google: Hubei Yihong Precision, Foxconn, and 
Hefei Bitland Information.216 Goertek’s LinkedIn account 
also suggests that it is a Google supplier.217 Goertek is a 
leading Chinese electro-acoustic device manufacturer. ASPI 
has identified its supply chain as exposed to forced labor 
risks. Goertek also does business with Huawei, has close 
ties to the Chinese government, and receives significant gov-
ernment subsidies. 218 Goertek operates military-civil fusion 
projects in China, including the Beihang Qingdao Research 
Institute, which has a dedicated center for military-civil 
fusion. Other Goertek military-civil fusion activities focus 
on virtual reality, microelectronics, precision instruments, 
and optoelectronics.219

Google has also partnered with Feitian, a Beijing-based 
supplier of two-factor authentication products, to develop 
security keys. Feitian is a player in China’s security 

ecosystem.220 A 2021 report by Top10VPN found that Feitian 
had supplied USB keys for China’s police and potentially 
the PLA.221 In 2017, Feitian acquired Hongsi Electronics, 
which delivers security chips in conjunction with China’s 
Office of State Commercial Cryptography Administration 
(OSCCA).222 Feitian’s role in Beijing’s industrial and tech-
nology policy is evident in the subsidies that it receives. The 
company’s 2021 semi-annual report more than 3 million 
RMB in subsidies for the first half of the year. Those include 
subsidies for a project on “Intelligent Network Identity 
Authentication System Engineering” run by the Beijing 
Academy of Science and Technology, and a project funded by 
the National Development and Reform Commission (NDRC) 
project on encryption algorithms supporting the SM2 and 
SM4 algorithms of OSCCA, as well as “project funds for 
foreign trade companies to improve their international busi-
ness capabilities.”223 

In May 2019, Google replaced Bluetooth Titan Security 
Keys made by Feitian because of security vulnerabilities.224 
As recently as December 2020, Chinese industry analysis 
reported that Feitian had supplied Google with the Titan 
Security Key.225 Feitian’s website continues to advertise Titan 
Security Keys for Google Advanced Protection programs.226 
Feitian’s corporate documents also emphasize that in 2016, 
it became a member of the board of the Fast Identity Online 
(FIDO) alliance, a standard-setting organization for authenti-
cation protocols, whose members include Google, Microsoft, 
Apple, Intel, PayPal, and MasterCard.227 
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On October 1, 2021, Intel’s chief government affairs officer published a piece on the company website: “US compet-
itiveness is at stake for chip manufacturing.” He described plummeting US semiconductor manufacturing in face 
of growing Asian control of the industry. The commentary framed Intel as a patriotic US national champion and a 

contributor to efforts to revitalize American industry, technology, and competitiveness. “At Intel,” the piece explained, “we 
are significantly expanding our US manufacturing operations […] Intel looks forward to working with our federal partners to 
help maintain America’s position as the world’s top technological innovator.”228 Intel has followed through on this narrative 
with announcements of significant investment in US-based manufacturing.229

These announcements contrast with the reality that Intel 
also manufactures—and operates research and development, 
innovation, and artificial intelligence centers—in China. 
They also belie Intel’s collaborations with China’s major 
tech players, including those tied to the Chinese military and 
surveillance systems, on technologies relevant to military 
and surveillance capabilities. Intel may be working to help 
maintain America’s position as the world’s top technologi-
cal innovator. But it also risks supporting China’s efforts to 
acquire and deploy that innovation in ways that may contrib-
ute to Beijing’s surveillance state, military modernization, 
and human rights abuses. 

Intel has a major presence in China, from production and 
supply relationships to technological cooperation, research 
and development centers, innovation sharing, and invest-
ment. With this presence comes extensive ties to the Chinese 
government—in terms of elite contact as well as research and 
technological collaboration—including to government enti-
ties leading surveillance and military development programs. 

Amid Intel’s extensive footprint in the Chinese system, some 
representative and troublesome examples include:

• An extensive production, research, and development foot-
print in China, featuring partnerships with government and 
military-tied entities;

• Long-standing ties to the Chinese government, including 
research collaborations with government research institu-
tions (e.g., CASIA) developing surveillance technologies 
and elite-level relationships with the institutional players 
(e.g., MIIT) charged with implementing Beijing’s mili-
tary-civil fusion strategy;

• Investments in and alongside Chinese military-civil fusion 
and surveillance-relevant companies; and

• Intel technology potentially being incorporated into sur-
veillance efforts in Xinjiang.

Intel
SCORECARD

F
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Intel Operations Score: F: Even as the company posi-
tions as a champion of American competitiveness, 
Intel also manufactures and shares innovation in 
China. In addition, Intel invests in Chinese high-tech 
and military-civil fusion companies, potentially 
fueling them with both capital and access to tech-
nology. And Intel’s technology is used by Xinjiang’s 
public security authorities. On all these fronts, 
Intel’s exposure exceeds that of other companies 
surveyed in this effort.

Intel Partnerships Score: F: The company’s exten-
sive, and long-standing, technological partnerships 
with government-, military-, and surveillance-tied 
Chinese entities have contributed to the devel-
opment of Beijing’s military and surveillance 
capabilities over the past decade. Moreover, this 
project found no evidence that Intel has taken 
action to curb or terminate such problematic rela-
tionships, even as the US government warns, and 
increasingly regulates, against maintaining them. 
On all these fronts, Intel’s exposure exceeds that of 
other companies surveyed in this report.

An American Champion with a 
Chinese Footprint: Intel China
Intel set up an office in Beijing in 1985 and established Intel 
(China) Co., Ltd in 1994.230 Since, Intel’s China footprint—in 
manufacturing, research, development, and innovation—has 
grown consistently. Today, Intel’s website lists 17 campuses 
in China,231 the company has at least two production sites in 
China, and it operates a series of innovation and R&D centers 
across the country.232

The Intel China Research Institute, also known as Intel 
Labs China, was launched in 1998 to research and develop 
cutting-edge technologies in the intelligent Internet of 
Everything environment. Today it focuses on artificial intel-
ligence algorithms, autonomous system platforms, intelligent 
infrastructure, and 5G. The Institute has five centers: The 

robot innovation laboratory, cognitive computing laboratory, 
intelligent driving laboratory, communication architecture 
laboratory, and new technology center.233 The Intel China 
Research Institute cooperates with Chinese players ranging 
from the China Academy of Sciences to Baidu and Tencent.234 
The Dean of the Institute described its model in a June 2021 
interview, focused on quantum technology efforts: “The Intel 
China Research Institute follows the development trend of 
global cutting-edge technologies in real time and brings some 
technologies to China for localized innovation and applica-
tion. Intel also makes good use of the advantages of China’s 
local industry, academia, and research to open up and break 
through in technology.”235

In 2002, Intel established the Asia Pacific Application 
Design Center (Shenzhen) to provide advanced product 
development and technical support services for OEM and 
ODM manufacturers in China’s computing and communi-
cations industry.236 At its launch, Intel’s chief technology 
officer described the new center as a “concrete manifestation 
of Intel’s long-term commitment to supporting the devel-
opment of China’s information industry.” Representatives 
from Huawei and Tsinghua Tongfang, among others, attended 
the launch.237 

In 2003, Intel established Intel Products (Chengdu) 
Limited, which packages and tests Intel semiconductor 
products. As of 2014, Intel had invested 600 million USD in 
the facility. In 2014, the company announced that over the 
next 15 years, it would invest 1.6 billion USD to introduce 
the latest high-end testing and fully upgrade the facility.238 
In its recruitment information for the Chengdu operation, 
Intel declares that its “Chengdu production plant has become 
Intel’s important global production engine and new mobile 
device trial production base. It is also an important move 
by Intel to respond to the Chinese government’s Western 
Development Policy.”239 In 2019, Intel announced that the 
Chengdu plant had completed certification and achieved 
full-process manufacturing across assembly, testing, and 
completion. The plant’s products reportedly do not enter the 
US market because of US trade policy.240

In 2005, Intel established the Intel Asia Pacific R&D 
Center in Shanghai’s Zhizhu Science Park. Intel’s recruit-
ment information describes this as Intel’s largest and most 
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comprehensive R&D base in the Asia Pacific. It focuses on 
operating systems, virtualization technology, big data, deep 
learning, basic input output systems and firmware, cloud com-
puting and data center platform development, and Internet of 
Things and video technology.241 According to Chinese media, 
the center has supported specific collaborations between Intel 
and Huawei, Tencent, Alibaba, and Baidu.242

In 2007, Intel announced a 2.5 billion USD investment to 
build a 12-inch wafer manufacturing in Dalian, China’s first 
wafer plant in Asia. Intel has announced that it is in the pro-
cess of selling the plant to South Korea’s SK Hynix.243 

Intel has continued to launch new projects in China even 
as tensions with the US escalate. In 2018, Baidu and Intel 
announced the establishment of a joint AI 5G innovation 
lab to support new user experiences, IoT, and automotive 
development goals.244 In 2018, Intel held the grand open-
ing for its FPGA China Innovation Center, Intel’s largest 
FPGA innovation center in the world.245 And in May 2020, 
Intel’s China Research Institute and the Lishui Development 
Zone, a provincial development zone established by the 
Jiangsu Provincial People’s Government, jointly launched the 
“Intelligent Transportation Technology Research” project. 
That project aims to build an open technology and indus-
try exchange platform, help the construction of intelligent 
transportation standards, and promote advances in intelligent 
transportation technology.246

Partnering with the 
Chinese Government
In 2012, Intel partnered with the Chinese Academy of 
Sciences Institute of Automation (CASIA) in jointly 
establishing the “China-Intel Internet of Things Technology 
Research Institute” to focus on intelligent perception, trans-
mission technology, and big data processing technology.247 
In 2018, Intel, CASIA, and Tsinghua University established 
the Intel Intelligent Connected Automotive University 
Cooperative Research Center, designed to promote research 
on autonomous driving and networked automobiles.248 

The technologies on which these joint programs focus (e.g., 
intelligent perception) are directly relevant to a variety of 
military and surveillance use cases. CASIA develops sur-
veillance technologies and applications for the Chinese 
government.249 For example, between 2012 and 2016, the 
Institute undertook a project for the National 973 Program, 
the PRC’s leading basic research program, on developing 
“Social Perception Data Processing for Public Safety.”250 
According to its official description, that project was 
designed to “meet the major needs of national security…for 
social perception intelligence [and] provide technical sup-
port and decision-making support for real-time monitoring, 
early warning and forecasting, and emergency handling of 
public security.”251 CASIA’s Intelligent Video Surveillance 
and Face Recognition Technology systems have been used in 

Intel exhibit at the China 
International Import Expo in 
Shanghai, on November 6, 
2018. Image credit: REUTERS / 
Alamy Stock Photo.
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Chinese government security applications.252 CASIA-linked 
surveillance systems have likely been deployed in Xinjiang: 
As early as 2007, a delegation from the Institute visited the 
Xinjiang Institute of Physics and Chemistry to discuss coop-
eration in “Xinjiang minority speech and language processing 
technology.”253

In addition, CASIA is a core contributor to China’s military 
and military-civil fusion programs. The Institute runs ded-
icated military projects, evident and advertised in its hiring 
documents.254 Examples of CASIA’s past such projects 
include developing space cameras for the Shenzhou V and 
a vehicle-mounted ground illuminator detection system that 
won China’s second prize for military scientific and techno-
logical progress.255 CASIA also maintains a Military-Civil 
Fusion Innovation Center.256 

Intel’s technological engagement with the Chinese Academy 
of Sciences extends beyond CASIA, too. In 2012, Intel estab-
lished a joint laboratory with the Institute of Computing 
Technology of the Chinese Academy of Sciences (CASICT), 
focused on using Intel microprocessors, chipsets, software, 
and computing products to fuel research and applications 
in field programming and optimization, data center server 
architectures, corresponding hardware and software systems, 
and research on gene sequencing.257 

It is unclear whether either laboratory is still in operation or 
has been terminated. Regardless, there are recent indicators 
that Intel continues to cooperate with the China Academy 
of Sciences (CAS). In January 2021, Intel China represen-
tatives visited the Center of High Performance Computing 
of the Shenzhen Institute of Advanced Technology, under 
CAS, to discuss research, progress of major national and 
provincial projects, and the efficient analysis of biomedi-
cal big data.258 

Intel has partnerships with China’s surveillance apparatus 
outside of CAS, too. In 2015, Intel China and the Guiyang 
Municipal People’s Government signed a memorandum 
of strategic cooperation on smart city construction. Intel 
committed to providing “leading big data technology” for 
Guiyang’s “China Data Valley” project.259 In 2017, Intel 
China partnered with the Guiyang Municipal Government 
and China’s AI Industry Innovation Alliance—spearheaded 

by the Ministry of Industry and Information Technology—
to launch the China Artificial Intelligence Open 
Innovation Platform.260 

Similarly, Intel China describes local Chinese governments 
using its technologies to implement digital monitoring 
systems. For example, a case study on the company’s web-
site about Intel’s technology fueling video surveillance in 
Zhejiang Province begins by describing a “challenge:” 

Thousands of digital surveillance equipment systems have 
been installed at important checkpoints in the city [in 
Zhejiang Province]. These systems capture images and 
video data 24 hours a day, with a monthly data volume of 
terabytes. Now, the local transportation department is facing 
the challenge of how to improve traffic management through 
effective use of this ever-increasing data.261

It then speaks of the solution: “22 servers based on the Intel 
Xeon processor E5 series… to form a traffic data center in 
this [Zhejiang Province] city…[and] Leverage the advantages 
of Intel Open Data Analysis Platform to realize the mining 
and analysis of massive amounts of data.”

Chinese Government Ties
As that example indicates, Intel’s footprint in China entails 
cooperation with the Chinese government—including, 
notably, the Ministry of Industry and Information (MIIT), 
a leading state entity charged with implementing China’s 
military-civil fusion national strategy. Some of this engage-
ment appears run-of-the-mill and necessary for doing 
business in China, also to pre-date widespread recognition 
of accompanying risks: In 2011, Intel and MIIT’s Electronic 
Intellectual Property Center signed a strategic cooperation 
agreement committing to partner in intellectual property and 
related fields.262 

However, Intel executives continue to engage with MIIT rep-
resentatives in fields relevant to military-civil fusion, even 
as tensions between the US government and China escalate 
and risks posed by Beijing’s military-civil fusion strategy 
become more evident. Even if these meetings are considered 
normal or even necessary business practices, they constitute 
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elite-level engagement—in fields relevant to military and 
surveillance applications—between a company intended to 
be a champion of US competitive industrial development, 
and a Chinese government entity charged with acquiring 
and applying industrial capacity for military and surveil-
lance uses. In December 2017, the Vice Minister of MIIT 
met with Intel’s then-CEO to discuss cooperation in China 
and the development of intelligent networked vehicles.263 In 
2019, the Vice Minister and then-CEO met again, this time to 
discuss the integrated circuit industry.264 The same year Intel 
hosted a sub-forum at the China International Information 
and Communication Exhibition organized by MIIT. Intel’s 
sub-forum focused on 5G and relevant applications.265 At 
the event, China Mobile and ZTE showcased 5G-enabled 
technologies (e.g., intelligent edge computing, autonomous 
driving, intelligent image identification) fueled by Intel prod-
ucts. In response, Intel leadership declared that the company 
would continue to work closely with China’s 5G industry 
ecological partners.266

Intel is also a technical advisor of China’s Data Center 
Alliance overseen by MIIT. Its governing units include China 
Telecom and China Mobile, which have been identified by 
the US Department of Defense as tied to the Chinese military, 
as well as Huawei and ZTE.267 

Footholds and Circumvention: 
Intel’s Investments in China
Intel further develops its footprint in China through invest-
ments—including into high tech and military-civil fusion 
relevant companies.268 These investments risk providing 
capital that could fuel China’s surveillance and military 
capabilities. They also often accompany technological part-
nerships. For example, Intel owned a more than 12 percent 
stake in UNISOC, a Chinese state-invested fabless semicon-
ductor company, as recently as 2020.269 Intel’s investments 
in China also illustrate potential tensions between Intel’s 

Main building of Huawei Base in Songshan Lake District of Dongguan city, Guangdong Province, China.  
Image credit: Peter Stein / Shutterstock.
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overseas stakes and US geopolitical interests. In 2018, Intel 
and UNISOC announced a strategic cooperation in 5G. The 
next year, they announced an end to the partnership. Many 
analysts assumed the break-up stemmed from uncertainty 
around Sino-US relations, and the regulatory or reputational 
risk that might accompany cooperation with a Chinese 
state-owned entity operating in 5G technology develop-
ment. However, Chinese sources have suggested that the 
break-up of technological ties may have been superficial. 
Intel remained a shareholder in UNISOC. And in 2019, 
Intel subsidiary Mobileye announced the establishment of a 
joint venture with UNISOC to develop autonomous driving 
technology. As Chinese press put it in 2019, “Intel broke up 
with UNISOC on the surface, then backchanneled to match 
UNISOC up with its Israeli branch. Israel’s technology is not 
affected by US sanctions.”270 In other words, Chinese sources 
seem to interpret Intel’s moves as converting its partnership 
with UNISOC to its Israeli subsidiary in order to reduce 
public attention to its support for Beijing’s 5G ambitions.

Intel also invests alongside China Electronics Corporation—
which the US Department of Defense has identified as tied to 
the PLA—in Lanqi Technology, a Chinese high-performance 
processor and integrated chip design company. Intel is the 
largest shareholder in the company after China Electronics 
Investment Holdings (中国电子投资).271 In addition, Intel 
supplies and engages in technological cooperation with 
Lanqi: In 2020, Intel, Lanqi, and Tsinghua University jointly 
launched a 2 billion RMB project to carry out research and 
development of high-performance processors, data-protection 
memory modules, and their application software technolo-
gies.272 Intel’s Global Vice President attended the signing, as 
did the Chairman and Party Secretary of China Electronics.273 
In August 2021, Lanqi announced it intended to triple the 
volume of its transactions with Intel.274 In October 2021, 
Lanqi participated in the Intel Innovation Summit.275 Activity 
with and through Lanqi may provide an indirect route for 
Intel’s innovation to support the state-backed ecosystem of 
Chinese corporates that may support military-civil fusion 
programming. Chinese media suggests as much: A 2019 arti-
cle noted that Lanqi’s Jintide server CPU “is an important 
path for Intel’s architecture to continue to serve the needs of 
China’s central enterprises.”276 

Partnerships
A similar patter holds for Intel’s partnerships in China—
which link it to military and surveillance-tied entities, relate 
to sensitive technologies, and appear to be ongoing despite 
US-China geopolitical tensions and increasing awareness 
of the atrocities that the Chinese surveillance state enables. 
Intel’s partnership with Hikvision offers a prime example. 
Hikvision is a Chinese state-owned manufacturer and sup-
plier of video surveillance equipment that the US government 
has placed on the US Department of Commerce’s Entity 
List.277 Intel has long been a core Hikvision supplier. The 
two companies launched their technological cooperation in 
2006, when Hikvision began to develop products on Intel 
platforms. By 2014, Intel and Hikvision appear to have 
moved from back-end supply relationships to comprehensive 
cooperation, partnering in front-end cameras, machine vision, 
and other fields. In 2017, Intel and Hikvision launched a com-
prehensive partnership in artificial intelligence, committing 
to “strengthen the exploration of deep learning technology” 
and an artificial intelligence platform.278 In 2018, Intel China 
advertised on its website having assisted Hikvision’s devel-
opment of the “Deep Eyes global camera” used in video 
surveillance.279

The next year, Hikvision was added to the Department of 
Commerce’s Entity List and barred from buying restricted 
components from US sources.280 Chinese press suggested that 
Intel might help to navigate those restrictions: According to a 
social media account of China’s Semiconductor Investment 
Alliance, former Intel CEO Bob Swan said in an October 
2019 interview—and it is unclear whether the post is para-
phrasing or quoting—“regarding Hikvision being included 
in the Entity List…Intel is focusing on how to use its global 
operating capabilities to reduce the impact on customers…
It also hopes to exert influence between the Chinese and 
American governments.”281 That notion appears to have 
taken at least some concrete form in encouraging stable 
trade dynamics: In 2019, technology firms including Dell, 
Microsoft, and Intel issued a joint statement calling for 
then-President Trump not to impose tariffs on Chinese lap-
tops and tablets.282 Hikvision and Intel appear not to have 
publicly launched any new cooperation projects since the 
Entity List inclusion. 
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Intel has launched partnerships with additional companies 
tied to the Chinese military. In 2018, Intel and China Unicom 
signed a strategic cooperation agreement in the field of con-
nected PCs.283 The same year, Intel and China Mobile signed 
a strategic cooperation agreement focused on 5G, cloud com-
puting, and AI.284 

Xinjiang
Intel’s footprint in China also entails risks that its technology 
is supporting Beijing’s surveillance and repression efforts in 
Xinjiang, directed against the Uyghur minority population. 
In 2019, the Wall Street Journal found that Intel technology 
was being used in surveillance systems in Xinjiang, and that 
Intel had invested in and provided technologies to a company 
embedded in Xinjiang and supported by the Chinese Ministry 
of Public Security.285 A 2020 investigation by The New York 
Times found that the Urumqi Cloud Computing Center—a 
hub through which the Chinese government monitors 

“countless people in Xinjiang”—runs on chips manufactured 
by Intel and Nvidia.286 And in December 2020, the chairs of 
the Congressional-Executive Commission on China sent a 
letter to Intel’s CEO seeking information on the company’s 
involvement in Xinjiang surveillance.287 

Despite this public attention, Intel technology appears to still 
be used in Xinjiang surveillance applications. For example, 
the Chinese Ministry of Commerce website notes that the 
“Border intelligent control system of the Xinjiang Entry-Exit 
border inspection station” relies on Intel CPUs.288 A 2020 
procurement post from the Public Security Bureau of Shaya 
County, Xinjiang reports the purchase of Intel hard disks.289 
A similar 2021 report from the Public Security Bureau of 
Changji Hui Autonomous Prefecture in Xinjiang reports the 
purchase of Intel servers.290 

Intel might not know about or be able to control those uses. 
However, Intel’s Chinese website does advertise the use of its 
processors, adapters, and servers for Chinese government-run 
medical programs in Xinjiang.291

Uyghurs at a re-education camp in Moyu County, China. Image credit: Azamat Imanaliev / Shutterstock.
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Microsoft

Microsoft established Microsoft Research Asia in 1998.292 It is now the company’s largest and most comprehensive 
R&D base outside the United States, with functions spanning basic research, technology incubation, product 
development, and strategic cooperation.293 Chinese media describes it as the “Whampoa Military Academy 

for AI,” a reference to the legendary military academy that produced the commanders who led China’s forces in the 
Northern Expedition and Second Sino-Japanese War.294 Two decades later, in 2017, Microsoft Research Asia launched the 
Innovation Hub, a new center that describes its goal as combining “Microsoft’s leading AI research results with the rich 
industry experience of member companies” in China. Some 50 companies have joined, hailing from industries including 
finance, logistics, telecommunications, and manufacturing, and ranging from state-owned enterprises and investment 
arms to Chinese start-ups.295

Through the Innovation Hub, Microsoft supports Chinese 
companies, including state-owned entities, and their tech-
nological development, that are affiliated with the Chinese 
military and surveillance state. For example, China 
Telecom—state-owned telecommunications giant that the 
US Department of Defense has identified as tied to the 
Chinese military—is on the roster of the Innovation Hub’s 
current members.296 

The Innovation Hub is not an anomaly in Microsoft’s pres-
ence in China. The company has an expansive technological 
and information footprint in China entailing significant 
cooperation with Chinese government entities, including 
in research and with players relevant to Beijing’s military 
and surveillance programs. This report does not attempt 
to describe all of Microsoft’s presence in China. Rather, it 
focuses on specific cases that underline the extent of that 
presence and associated risks. Those cases include:

• Microsoft has launched a network of innovation hubs in 
China in partnership with local government entities, as 
well as joint laboratories with central government entities. 

These collaborative efforts develop and apply technologies 
relevant to China’s surveillance state (e.g., smart cities). 
Microsoft has continued to expand this network even as 
tensions between the United States and China have esca-
lated, and Beijing’s threat to global security and human 
rights norms has become more evident.

• Microsoft has a joint venture in China, in conjunction with 
a state-owned defense conglomerate on the US Commerce 
Department’s Entity List, that tailors Microsoft products 
for government and state-owned enterprise (SOE) uses. 
That joint venture partners with a host of government and 
military players.

• Microsoft’s partners and suppliers in China include com-
panies implementing surveillance programs in Xinjiang, 
with indicators of forced labor in their supply chains, 
and that the US government has identified as tied to the 
Chinese military.

SCORECARD

F
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Microsoft receives an F in operations. Its technol-
ogy support for Chinese government and military 
entities is more direct than those of most other 
companies surveyed in this effort. The applications 
to the surveillance and censorship programs of the 
CCP are also clearer. 

Microsoft receives an F in partnerships. Its supply 
chain is exposed to forced labor risks, though not 
more so than other companies surveyed in this 
report that offend on this front. Rather, Microsoft’s 
partnership exposure stands out for ongoing ties to 
entities that the US government has clearly identi-
fied as tied to the Chinese military. 

Technology and Data Footprint 
Microsoft has a significant, and growing, network of 
innovation centers, data centers, joint laboratories, and 
other technology hubs in China. Many of these have been 
established in partnership with Chinese government or gov-
ernment-tied entities. They focus on technologies, like smart 
cities, that are core to China’s domestic surveillance efforts. 
And these technology hubs continue to be launched even 
as China’s tech-enabled threats to human rights and global 
norms become apparent. 

Government-Tied Innovation and 
Technology Centers
Microsoft boasts a broad network of innovation centers across 
China, all launched in conjunction with government entities, 
focused on information technology development relevant to 
military-civil fusion, ranging from artificial intelligence to 
advanced computing. In 2010, Microsoft established a cloud 
computing innovation center in Shanghai.297 Microsoft lead-
ership declared that the innovation center would “help the 
government…to improve their competitiveness,” while the 
Shanghai Municipal government said the Microsoft innova-
tion center would help Shanghai “accelerate the realization 
of strategic goals.”298 In 2013, Microsoft signed a memo-
randum of strategic cooperation with the Hainan Provincial 

government to launch an innovation center in Hainan. In 
that agreement, both parties committed to “all-around stra-
tegic cooperation” in information technology research and 
development, software talent training, and incubation of 
information technology applications.299 In 2014, Microsoft 
launched the Jiangsu Microsoft Innovation Center with 
the Yangzhou Municipal Government and the Shaanxi 
Microsoft Innovation Center with the Shaanxi Provincial 
People’s Government.300 Microsoft has continued to develop 
innovation centers in China even as tensions between the 
US and China escalate—and Beijing’s technological ambi-
tions have become broadly recognized as posing risks for 
global human rights and security. In 2019, Microsoft built 
an Artificial Intelligence and Internet of Things Laboratory 
in Shanghai.301 Also in 2019, Microsoft expanded its 
Suzhou innovation center (originally launched in 2013) 
with support from the local government, to include an AI 
Industry Innovation Center. Construction is intended to be 
complete in 2023.302 And in 2021, Microsoft’s Zhenjiang 
Digital Economy Innovation Center, a partnership with the 
Zhenjiang government, began operation.303

These projects all involve local government support. 
Microsoft also runs joint laboratories with central Chinese 
government entities. In 2009, Microsoft, the Ministry of 
Industry and Information Technology (MIIT), and Tianjin 
University of Technology established a joint laboratory, 
the Microsoft Embedded System and Hardware Platform 
of Tianjin University of Technology Laboratory (MIIT-MS 
Embedded Tianjin Laboratory). The laboratory is part of 
MIIT’s National Software and Integrated Circuit Public 
Service Platform. Tianjin University describes it as “a sup-
porting platform for government decision-making, a resource 
platform for enterprise innovation, a dissemination platform 
for the latest technology, and a convergence platform for 
information sharing.”304 In other words, this is a platform that 
can support China’s data-enabled approach to authoritarian 
governance. MIIT is the chief Chinese government entity 
charged with implementing China’s military-civil fusion 
national strategy. And Microsoft’s collaboration with MIIT 
appears to be ongoing. As recently as September 2021, the 
Minister of MIIT met with Microsoft President Brad Smith 
by video. They discussed deepening Microsoft’s exchange 
and cooperation in China.305 
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In 2013, Microsoft joined hands with the Urban Engineering 
Research Center of China’s Ministry of Construction to estab-
lish a Joint Laboratory of Smart City Technology Solutions 
of the Digital City Engineering Center of the Ministry of 
Housing and Urban Rural development.306 Through that joint 
laboratory, Microsoft has launched smart city cooperation 
programming with local governments across China.307 And 
in 2016, Microsoft and China Development Bank Capital 
launched an innovation incubator and accelerator platform 
for smart city solutions based on the Azure smart cloud plat-
form.308 Chinese smart city development, at home and abroad, 
is broadly accepted as a core pillar of, and contributor to, 
Beijing’s surveillance system.309 

Data Centers 
Microsoft is building out a system of data centers in China. In 
2021, Microsoft announced plans to open four new such cen-
ters in the country, bring its total to 10.310 These data centers 

are operated by a local Chinese partner, 21Vianet, China’s 
leading third-party independent data operator.311 

As the case of Apple has shown, compliance with China’s reg-
ulatory regime for storing data can make corporate and user 
information accessible to the Chinese government. 21Vianet’s 
ties to the Chinese government make this possibility par-
ticularly concerning. 21Vianet assists MIIT in developing 
evaluation standards for government procurement cloud and 
is a member of the Chinese National Information Security 
Standardization Technical Committee, a rules-developing 
body falling under the China Electronics Standardization 
Institute—itself overseen by MIIT.312 21Vianet is also a gov-
erning unit of China’s Data Center Alliance. That alliance 
is under the guidance of MIIT.313 Its other governing units 
include Huawei, ZTE, China Telecom, China Mobile, and 
China Unicom, all of which the US Department of Defense 
as identified as tied to the Chinese military. The Alliance’s 
full membership roster includes Microsoft, as well as Intel. 

Shen Xiangyang, Microsoft Global Executive Vice President, at the Wuzhen Summit in China's Zhejiang province on November 7, 2018. 
Image credit: Imaginechina Limited / Alamy Stock Photo.
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Ties to the Chinese Government
Microsoft also tailors its products in China for the Chinese 
government, in partnership with Chinese military-linked enti-
ties. In 2015, Microsoft and China Electronic Technology 
Company (CETC) launched C&M Information Technologies 
(神州网信技术有限公司), a joint venture dedicated to 
licensing Microsoft’s operating system to Chinese govern-
ment agencies and state-owned enterprises in the energy, 
telecommunications, and transportation sectors.314 C&M 
describes its purpose as providing desktop operating system 
products for “Chinese government agencies and state-owned 
enterprise in the field of critical information infrastructure.” 
Its long-term goal is to “help China create more world-class 
technologies so it can become a leader in technological inno-
vation.”315 In 2017, Microsoft worked with China Electronic 
Technology Company (CETC) to launch a custom version of 
its Windows 10 software designed for exclusive use by the 
Chinese government. The software included local encryption 
adapted to target sensitive issues.316 

CETC is a state-owned Chinese defense conglomerate 
specializing in dual-use electronics and information tech-
nologies. In 2020, the US Department of Defense explicitly 
identified CETC as tied to the Chinese military. Units of 
CETC and affiliated subsidiaries have been placed on the US 
Department of Commerce’s Entity List, thereby restricting 
exports to them from US companies.317 Not only is C&M 
a joint venture with a government and military entity that 
supports the Chinese government, but its supply and channel 
providers are also closely tied to the Chinese government and 
military systems. For example, the company’s OEM partners 
include Tsinghua Tongfang, a Chinese state-owned software 
company that was placed on the US government’s Military 
End-User List in 2021.318 One of C&M’s two channel partners 
is Chinasoft Cloud Technology Service, a subsidiary of China 
Electronics Corporation (CEC).319 The first “security vendor” 
listed on C&M’s website is Qi’anxin Technology, a Chinese 
government-invested cybersecurity company focused on 
serving central government departments and state-owned 
enterprises.320 Its controlling shareholder is CEC. Qi’anxin 
not only supports Chinese government cyber capabilities, but 
also has partnered with at least one state-owned enterprise in 
Xinjiang to strengthen its network in the region.321

Though not necessarily a function of the CETC-Microsoft 
partnership, a 2021 report from Top10VPN found that Chinese 
government surveillance and censorship organs—includ-
ing the Beijing Municipal Public Security Bureau, Fuzhou 
Public Security Bureau, Luoyang Public Security Bureau, 
and Zhongshan Public Security Bureau—use Windows prod-
ucts in their security and surveillance systems.322 In 2014, 
Microsoft China leadership provided technical guidance for 
the construction of the public security cloud platform for 
Guangyuan City, Sichuan’s Public Security Bureau.323 

Microsoft also reportedly facilitates the Chinese gov-
ernment’s efforts to control information. It has agreed to 
censor search results on its Bing search engine (e.g., Dalai 
Lama, Tiananmen Square), a commitment that has allowed 
Bing to be one of the few foreign search engines accessi-
ble in China.324 

Partnerships
Microsoft’s network of partnerships extends more broadly 
still. These further underline Microsoft’s proximity to the 
Chinese military-civil fusion system, as well as to ongoing 
human rights abuses in China. 

Surveillance Partners
A 2021 report from Top10VPN found that two Chinese com-
panies that identify Microsoft as a partner have assisted in 
development of surveillance and censorship systems in China, 
including in Xinjiang.325 Haiyi Software lists Microsoft—as 
well as other US companies IBM, HP, and Accenture—as a 
partner on its website.326 The Top10VPN also reported that 
Haiyi provides products to public security bureaus across 
China and has participated in the first and second phases of 
the Golden Shield Project (also called the National Public 
Security Work Informational Project), a nationwide net-
work-security project that includes a security management 
information system and a criminal information system. 
According to Top10VPN, Haiyi has also provided products 
to the Urban Multi-Dimensional Perception Monitoring 
Platform, which integrates data from multiple sources to 
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achieve 24/7 monitoring.327 Bolstering those findings, Haiyi’s 
website advertises “the most complete software product line 
in the field of domestic public security informatization.”328 
Beijing Zhongke Fuxing Information Technology also 
lists Microsoft as a partner—alongside Intel and IBM—on 
its website.329 According to Top10VPN, the company recently 
developed a detention center management information 
system to manage criminal information in prison databases. 
The company has worked on several projects in Xinjiang, 
including an information management center for Xinjiang 
Public Security Department and Xinjiang Production and 
Construction Corps (XPCC) detention centers.330

Forced Labor 
A 2019 report by the Australian Strategic Policy Institute 
(ASPI) found indicators of forced labor associated with at 
least three Chinese suppliers of Microsoft: Hubei Yihong 
Precision, Foxconn, and O-Film Manufacturing Company.331 
Another potentially problematic link is Goertek Inc., a lead-
ing Chinese electro-acoustic device manufacturer that ASPI 
has identified as exposed to indicators of forced labor risks. 
Goertek’s LinkedIn account suggests it is a Microsoft suppli-
er.332 Goertek also does business with Huawei, has close ties 
to the Chinese government, and receives significant govern-
ment subsidies. 333 Goertek also operates military-civil fusion 
projects in China, including the Beihang Qingdao Research 
Institute, which has a dedicated center for military-civil 
fusion, as well as others for virtual reality, microelectronics, 
precision instruments, and optoelectronics.334

Military Partners
Microsoft has launched strategic cooperation agreements 
with other companies that the US government has identified 
as tied to the Chinese military or as an export restriction 
concern. In addition to its partnership with CETC discussed 
above, Huawei’s 2016 annual report said it had launched 
“in-depth cooperation” with Microsoft.335 Moreover, in 2018, 
Microsoft announced a strategic cooperation with Dajing 
Innovations (DJI), a leader in civilian drones and imaging 
technology. Microsoft stated that it would bring advanced 

AI/ML capabilities to DJI drones through its Azure plat-
form.336 In 2020, DJI was placed on the US Department of 
Commerce’s sanctioned Entity List. This project was unable 
to uncover any evidence that the CETC joint venture or other 
relevant partnerships detaile here have been terminated.

Security Risks
Microsoft has also partnered with Feitian, a Beijing-based 
supplier of two-factor authentication products, to develop 
biometric security keys.337 Feitian is a player in China’s 
security ecosystem.338 A 2021 report by Top10VPN found 
that Feitian had supplied USB keys for China’s police and 
potentially the PLA.339 In 2017, Feitian acquired Hongsi 
Electronics, which delivers security chips in conjunction 
with China’s Office of State Commercial Cryptography 
Administration (OSCCA).340 Feitian’s role in Beijing’s 
industrial and technology policy is evident in the subsidies 
that it receives. The company’s 2021 semi-annual report 
more than 3 million RMB in subsidies for the first half of 
the year. Those include subsidies for a project on “Intelligent 
Network Identity Authentication System Engineering” run 
by the Beijing Academy of Science and Technology and a 
National Development and Reform Commission (NDRC)-
funded project on encryption algorithms supporting the SM2 
and SM4 algorithms of OSCCA, as well as “project funds 
for foreign trade companies to improve their international 
business capabilities.”341 
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